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TOM TAT

Trong boi canh chuyen doz 86 tgi cdc co s¢ gido duc dai hoc, nhiéu website riéng 1é dwoc quan Iy da dat
ra cdc thach thirc vé hiéu sudt, bao mdt va van hanh. Trong bai bdo nay, mét hé thong hosting tdp trung
duoc xdy dung nham quan Iy va gidm sat toan bg cdc website chinh thicc cua Truong Dai hoc Ciru Long. Hé
thong duge trién khai trén nén tang CyberPanel va OpenLiteSpeed dwoc sir dung lam web server dé toi wu
toc dg xir Iy va tiét kiém tai nguyén. Cdc chikc nang quan trong nhw sao lwu tw déng, gidm st thoi gian thie,
canh bdo sit ¢é va cdc co ché bao mdt toan dién dwoc tich hop nhdm dam bdo an toan dit liéu va tinh lién
tuc cua dich vu. Ngoai ra, kha nang quan tri tdp trung, phan quyén linh hoat va mé rong hé thong ciing dwoc
ho tro. Két qud trién khai thuc té cho thdy toc dé truy cdp da dwoc cai thi¢n trung binh tir 55% dén 70%,
trong khi dé san sang dich vu dwoc duy tri ¢ mirc 99,985%. Nho do, do éon dinh cia hé thong dwoc ndng cao,
thoi gian gidn doan dwoe giam thiéu va hiéu qua quan 1y dwoc toi wu héa. M6 hinh ndy dwoc xem la mot gidi
phap hiéu qud cho cdc co s6 gido duc trong viéc van hanh hé thong website theo hwéng tdp trung, an toan
va bén viing.

Tir khoa: Hosting tdp trung, CyberPanel, OpenLiteSpeed, giam sat website thoi gian thyc, bdo mdt dir
lieu.
ABSTRACT

In the context of digital transformation in higher education institutions, the management of multiple
independent websites has posed significant challenges in terms of performance, security, and operation. In
this study, a centralized hosting system is developed to manage and monitor all official websites of Cuu Long
University. The system is deployed on the CyberPanel platform, and OpenLiteSpeed is utilized as the web
server to optimize processing speed and resource efficiency. Essential features such as automated backup,
real-time monitoring, incident alerting, and comprehensive security mechanisms are integrated to ensure
data safety and service continuity. In addition, centralized administration, flexible access control, and system
scalability are supported. The experimental results indicate that the average access speed is improved by
55% to 70%, while the service uptime is maintained at 99.985%. As a result, system stability is enhanced,
downtime is minimized, and management efficiency is optimized. This model is considered an effective
solution for educational institutions aiming to operate their web systems in a centralized, secure, and
sustainable manner.

Keywords: Centralized hosting, CyberPanel, OpenlLiteSpeed, real-time website monitoring, data
security.
GIOI THIEU nghé thoéng tin (CNTT) nham nang cao chit
luong dao tao, nghién ciru va quan ly diéu
hanh. Theo B9 Thong tin va Truyén thong
(2020), chuyén doi sb dugc x4c dinh 1a mot
trong nhiing dong luc trong yéu thuc day phat
trién kinh té — xa hoi, trong d6 gido duc 1a linh

Trong bdi canh Cach mang cong nghiép
lan thir tu va xu huéng chuyén d01 s6 dang dién
ra manh mé trén pham vi toan clu, cac co sO
gido duc dai hoc tai Viét Nam dang dung trudc
yéu cau cép thiét phai hién dai hoa ha ting cong
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vuc uu tién hang dau. Trong bdi canh do, hé
théng website dong vai trd nhu kénh théng tin
chinh thirc va 13 nén tang tich hop nhiéu dich
vu sb quan trong nhu dao tao truc tuyén, tuyén
sinh, thu vién s6 va cac hé théng quan 1y hoc
tap.

Tuy nhién, thuc tién cho thiy nhiéu co s&
gido duc dai hoc van duy tri mo6 hinh van hanh
website theo huong phan tan, khi cac don vi
truc thudc st dung cac dich vu hosting riéng 18.
Mo hinh ndy dan dén nhimmg han ché dang ké
nhu thiéu tinh déng bé trong quan 1y, khé khin
trong viéc giam sat hiéu ning tong thé, gia ting
rui ro bao mat va gy lang phi tai nguyén hé
thong. Theo OWASP Foundation (2023), cac 15
hoéng bao mat tng dung web thuong phat sinh
manh mé trong moi trudng quan 1y phan tan va
thiéu kiém soét tap trung, lam gia ting nguy co
tan cong mang va ro ri dit licu.

Trong bdi canh do, viéc xay dung mot hé
thng hosting tap trung dugc xem la giai phap
hiéu qua nham thong nhat quan tri, ndng cao
hiéu suat van hanh, ting cuong bao mat va hd
trg kha nang m¢ rong linh hoat. béi vai
Truong Pai hoc Cuu Long, nhu cau trién khai
hé thong nay la tat yéu trong chién lugc phat
trién ha tang s6. Nha truong hién dang van
hanh nhiéu website phuc vu cac linh vyc nhu
quan 1y dao tao, tuyén sinh, nghién ctru khoa
hoc va hoat dong ndi bo, doi hoi hé théng phai
dam bao tinh 6n dinh cao, kha ning sao luu
phuc hoi dit liéu, ciing nhu dap tmg tét luong
truy cap dong thoi 16n.

Trén co sé d6, nghién ctru nay dé xuat trién
khai mot nén tang hosting tap trung dya trén
CyberPanel két hop véi OpenLiteSpeed, tich
hop céc chirc ning nhu sao luu tu dong, cp
phat chimg chi SSL, bdo méat da 16p va giam sat
theo thoi gian thyc. M6 hinh dugc thiét ké
nham t6i vu hoa hiéu nang hé théng, dam bao
an toan thong tin thong qua cac co ché mi hoa
va phan quyén, dong thoi tao diéu kién thuin
loi cho vigc mé rong dich vu trong tuong lai.
Bén canh do, viéc quan ly tap trung thong qua
mot giao dién thong nhat gitp nang cao hiéu
quéa van hanh cta doi ngii k¥ thuat, giam thiéu
chi phi va ting cuong tinh bén viing ciia ha
tang CNTT.
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Giai phap dugce dé xuét khong chi dap ing
nhu cdu quan tri hé théng website trong ngan
han ma con tao nén tang vimg chic cho viéc
phat trién cac dich vu cong nghé gido duc trong
dai han, phui hop véi dinh hudéng chuyén doi s6
cua cac co s¢ giao duc dai hoc hién nay.

1. Kién triic va trién khai h¢ théng

Kién tric tong thé ciia hé thong hosting
tap trung

Hé théng hosting duoc thiét ké theo mo
hinh kién trac tip trung (centralized
architecture) nham théng nhat toan bd quy
trinh trién khai, quan 1y va giam sat cac website
thudc Truong Dai hoc Ctru Long. Cach tiép cén
nay giup giam thiéu sy phén manh trong ha
tang cong ngh¢ thong tin, dong thoi nang cao
kha ning kiém soat, bao tri va md rong hé
théng trong dai han. Bén canh d6, m6 hinh tap
trung con gép phan ting cuong muic do an toan
thong tin thong qua viéc chuan héa cac chinh
sadch bao mat va giam sat tap trung. Trung tim
ctia hé théng 13 nén tang CyberPanel, mot giai
phdp quan tri web hosting hién dai dugc xay
dung trén OpenLiteSpeed, may chi web ma
ngudén mé cé hiéu niang cao. Theo LiteSpeed
Technologies (2023), OpenLiteSpeed ap dung
kién tric xtr Iy bat dong bod (event-driven, non-
blocking), cho phep xur ly dong thoi sb luong
16n két ndi v6i muc tiéu thy tai nguyén thap
hon so v&i cac may chu truyén thong nhu
Apache. Ngoai ra, viéc hd trg cic cong nghé
hién dai nhu HTTP/3, co ché nén GZIP va bo
nhd dém (cache) tich hop gitp cai thi¢n dang
ké toc do phan hoi va trai nghiém ngudi dung.

Trong kién triic nay, CyberPanel dong vai
tro 1a 16p diéu khién trung tam, cung cap giao
dién quan tri thong qua ca giao dién do hoa
(GUI) va dong 1énh (CLI). Hé thng cho phép
quan 1y toan dién cac thanh phan nhu tén mién,
co s& dir li€u, tai khoan FTP, ching chi SSL,
tuong ltra, DNS va cac tac vu sao luu, dong
thoi hd trg giam sat hidu ning theo thoi gian
thuc. Viéc tich hop da chirc nang trong mot nén
tang duy nhat khong chi giup don gian hoa quy
trinh van hanh ma con nang cao hiéu qua quan
tri d6i v6i ca nguoi ding chuyén mén va khong
chuyén vé CNTT. Vé khia canh bao mat, hé
thdng duoc trién khai v6i co ché tuong lira tich
hop nham kiém soat truy cdp va ngin chin céc
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mdi de doa phd bién nhur tan cong brute-force,
tan cong tir chdi dich vu (DDoS) va khai thac 15
hong ung dung web. Céc chinh sach loc dugc
thiét 1ap dua trén khuyén nghi cia OWASP
Foundation (2023), trong d6 chi cho phép m¢
cac cong dich vy thiét yéu nham giam thiéu bé
mat tAn cong.

Bén canh do6, hé théng con tich hop céc
dich vu nén quan trong nhim dam bao kha ning
van hanh 6n dinh. Cy thé, MariaDB duoc skt
dung lam hé quan tri co s¢ dir li¢u voi uu diém
tuong thich cao va hiéu ning tdi wu so voi
MySQL (MariaDB Foundation, 2023). Dich vu
PowerDNS dam nhiém churc ndng phan giai tén
mién ndi bo, gilp tang tde do truy cdp va giam
su phu thudc vao hé théng DNS bén ngoai.
Déng thoi, Pure-FTPd duoc trién khai dé quan
ly viéc truyén tai dir liéu gilra may chu va
nguoi ding, voi co ché ma héa SSL/TLS va
kiém soat truy cép chit ché. Pic biét, hé thong
tich hop dich vu ching chi sé mién phi tir Let’s
Encrypt, cho phep tu dong cAp phat va gia han
chimg chi SSL cho tét ci cac website. Diéu nay
dam bao viéc ma hoéa dir liu thong qua giao
thee HTTPS, gop phan nang cao tinh bao mat
va do tin cdy cta hé théng ddi voi nguoi ding.
Kién trac hé théng hosting tap trung dugc xay
dung theo huéng dong bo, linh hoat va an toan,
khong chi dap ung yéu cau van hanh hién tai
ma con tao nén tang ving chac cho viéc mo
rong va phét trién cac dich vu sb trong tuong
lai.

So d6 khai quat kién trac hé thdng duogc
minh hoa trong Hinh 1, thé hién mdi quan hé va
su tuong tac gilta cac thanh phan chinh trong
mo hinh hosting tap trung. Viéc ap dung kién
tric tdp trung v&i cac thanh phan nhu
CyberPanel, OpenLiteSpeed cung cac dich vu
nén lién quan cho phép hé thong dat dugc mirc
d6 6n dinh cao trong qua trinh van hanh. Pong
thoi, mé hinh nay tao diéu kién thuan loi cho
viéc giam sat tip trung, giup doi ngii quan tri dé
dang theo doi trang thai hoat dong cua toan bo
cac website trong cung mdt ha tang Bén canh
do, kién trac tap trung con gop phan nang cao
hiéu qua quan 1y tai nguyén, giam thiéu rui ro
phat sinh tir sy phan tan hé théng va hd trg phat
hién, xtr 1y su ¢ mot cach nhanh chong. Nho
tich hop cac co ché bao mat theo khuyén nghi
cia OWASP Foundation, hé théng c6 kha ning
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dap tmg cac yéu cau nghiém ngit vé an toan
thong tin. Pong thoi, viéc téi wu hiéu ning
thong qua cac cong ngh¢ nhu caching va xur ly
bat dong bd giup dam bao téc do truy cép va
kha nang chiu tai, dap ung nhu cau st dung
ngay cang tang cua nguoi dung.
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Hinh 1. Ciu tric hé thong hosting Cyber Panel

Quy trinh trién khai tai Truong Pai hoc
Ciru Long

Nham dap tng yéu ciu quan tri tdp trung
va dam bao hiéu niang cho toan bd hé thong
website, nhom nghién ctru da trién khai ha ting
hosting trén mot may chu vat 1y cdu hinh cao,
dat tai trung tdm dir li€u cta Truong DPai hoc
Cuu Long. Vi¢ce lya chon kién trac phﬁn cung
duoc can nhic dua trén tiéu chi hiéu nang, do
6n dinh va kha nang mo rong. Cu thé, hé thong
su dung bd vi xur ly Intel Xeon E5-2620 v4 véi
tong sd 16 nhan thyc, két hop voi 64GB RAM
DDR4 ECC nhiam dam bao kha ning xir Iy da
tac vu va van hanh 6n dinh trong moi truong tai
cao. Hé théng luu trit duge céu hinh theo co
ché RAID-1 véi hai 6 SSD dung luong 500GB,
vira ting toc do truy xudt dir liéu vira kha nang
du phong khi xay ra su ¢b phan cing. Hé diéu
hanh dugc lya chon la Ubuntu Server 20.04
LTS, mot nén tang on dinh va duoc hd tro dai
han, phu hop cho méi truong may chu.

Trén nén tang phan cimg nay, hé thong
hosting dugc trién khai CyberPanel, mot giai
phap quan tri hosting ma ngudén md hién dai,
tich hop sdn OpenLiteSpeed. CyberPanel duoc
cai dat theo ché dd tbi wu hoa hiéu nang va su
dung phién ban 6n dinh méi nhit tai thoi diém
trién khai. Giao dién quan tri dugc truy cap
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thong qua giao thac HTTPS tai cong mic dinh
8090, dam bao tinh bao mat trong qua trinh ciu
hinh va van hanh hé thong.

Sau khi hoan tat cai dit, cac tén mién chinh
thirc ctia nha truong dugc cAu hinh va tré vé hé
thdng, bao gdm cong thong tin chinh, hé thong
tuyén sinh, sau dai hoc va cac website chuyén
biét cua cac khoa, vién va phong ban. Mbi
website dugc trién khai nhu mot phién ban trién
khai (instance) doc 1ap trong CyberPanel, cho
phép tuy chinh linh hoat theo nhu cau st dung.
Cu thé, tung don vi co thé Iwa chon phién ban
PHP phu hop, cdu hinh co ché sao luu ty dong
theo chu ky, ciing nhu duoc cap phat va gia han
chung chi SSL thong qua tich hop véi Let’s
Encrypt nham dam bao két ndi an toan.

Bén canh d6, hé théng hd trg co ché phan
quyén ngudi ding, cho phép cac khoa va phong
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ban tu quan 1y website ciia minh trong pham vi
dugc cap quyén, dong thoi van chiu su giam sat
tap trung tr bd phan quan tri CNTT. Céc dich
vu nén nhu MariaDB cho quan ly co s¢ dir ligu,
cung cac cong cu bado mat nhu tudong lra va
Fail2Ban duoc ciu hinh nham ting cudng kha
nang bao vé hé théng trude cac moi de doa an
ninh mang.

Quy trinh trién khai duoc thuc hién theo
cic budc tudn tu, bao gém: cai diat hé diéu
hanh, cdu hinh RAID, trién khai CyberPanel,
thiét 13p céac chinh sach bao mat, cAu hinh tén
mién va DNS, kich hoat chimg chi SSL, khéi
tao co so dir liéu va kiém thir hiéu ning ban
dau. Toan bd quy trinh nay dwgc chuin hoa va
tai liéu hoa, tao co so cho viéc mé rong, bao tri
hoac khéi phuc hé théng trong tuong lai mot
cach hiéu qua va nhat quan (Hinh 2).
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Hinh 2. Quy trinh trién khai hé thong hosting tap trung tai Trudng Pai hoc Ctru Long

2. Pic tinh va chirc ning ciia hé thong

Hé théng hosting tap trung dugc xdy dung
khong chi nham don gian hoa quy trinh quan Iy
cac website cia Truong Pai hoc Cuu Long ma
con dam bao cac yéu cau k¥ thuat khat khe vé
hiéu nang, bao mat va kha nang moé rong. Céc
dic tinh ndi bat cua hé théng bao g@)m:

Quan ly tap trung

Toan b hé théng tén mién va cac website
thanh phan duoc quan 1y théng nhat thong qua
mot giao dién duy nhat 1a CyberPanel. Giao
dién nay cho phép thuc hién céc thao tic quan
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tri nhu tao website, gan tén mién, cdu hinh
SSL, thiét 1ap phién ban PHP va backup dinh
ky chi bang vai thao tac don gian. Bén canh do,
hé thdng hd trg co ché phan quyén chi tiét, cho
phép quan tri vién trung tim cap quyeén truy cap
gidi han cho ting don vi st dung, giup kiém
soat chat ché cac hoat dong van hanh.

Tw dong héa quy trinh vin hanh

CyberPanel tich hop nhiéu chirc ning tu
dong hoa, giam thiéu thoi gian va cong strc cua
doi ngii ky thuat, bao gom:
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« Sao luu dinh ky: Co6 thé thiét 1ap lich
backup theo ngay/tuan va luu trit da tang (ndi
bg, cloud, FTP)

« Cép phat SSL ty dong: Tich hop voi
Let’s Encrypt cho phép tu dong dang ky va gia
han chirng chi bao mat SSL

 Giam sat hé thdng va canh bao sy cb:
Hé théng st dung cac coéng cu nhu
BetterUptime va Netdata dé tu dong phat hién
su ¢0, guri canh bao qua email hodc SMS, giup
rit ngén thoi gian khic phuc

Giao dién quan tri trwc quan va de sir
dung

CyberPanel cung cip mot giao dién nguoi
dung d6 hoa than thién, phui hop vdi ca quan tri
vién khong chuyén sau vé ky thuat. Céc tac vu
phtc tap nhu cai SSL, tao co sé dir li¢u, kich
hoat FTP hay theo ddi log hé thong déu dugc
don gian héa bang cic biéu mau va nut thao tac
& rang. Ngoai ra, hé théng van hd trg CLI
(Command Line Interface) cho ky thuat vién c6
trinh d6 cao, giup xtr ly nhanh cac truong hop
dic biét hodc khic phuc su cd.

Giam sat hé thong theo thoi gian thue

Hé théng cho phép theo ddi tai nguyén
may chu va trang thai hoat dong cua cac dich
vu chinh trong thoi gian thyc, bao gom:

e Muc s dung CPU, RAM va dung
luong 6 cliing

oS4 lugng két nbi dong thoi va luu lugng
truy cap

e Trang thai hoat dong cua cic dich vu
web, database, DNS va FTP

« Nhat ky truy cap (access log) va 16i hé
thong (error log)

Thong tin dugc cap nhat lién tuc va hién
thi truc quan bang bi€u do va bao céo tong hop,
giup quan tri vién nhanh chong phat hién va xur
ly bat thuong.

Kha ning mé rong linh hoat

Hé théng duoc thiét ké véi kién trac
module hoa, cho phép dé dang m¢ rong quy mo
ma khong gdy anh hudéng dén dich vu dang
hoat dong. Céc thao tac nhu:

e Thém website mdi
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« Nang cép phién ban PHP riéng biét cho
tirng website

+ Két ndi voi GitHub dé trién khai ma
nguodn ty dong (CI/CD co bén)

« B0 sung tai nguyén phan cimg (RAM,
CPU, Storage)

Tat ca ’céc thao tac trén déu co thé thuc
hién tryc tiép qua giao dién quan tri hoac dong
lénh ma khong can thoi gian gian doan
(downtime).

Giai phap sao hru da ting

_Hg thong hd tro sa0 luu dir ligu nhiéu 16p
nham ddm bao tinh san sang va an toan dir licu
cao:

e Sao luu ndi bo: DU liéu duoc luu vao
thu muc ndi bd /home/backup/, thuc hién hang
ngay vao luc 03:00 sang

e Sao luu ddm may (Cloud): Pong bd véi
tai khoan Google Drive, dir liéu dugc ma hoa
bang thuat todn AES-256 trudc khi truyén va
luu triv

e Sao luu qua FTP: Dir li¢u dugc sao luu
v€é NAS néi bg, giup khoi phuc nhanh chong
trong truong hop su co tai server chinh

Khi ning phuc hdi nhanh

7 Quy trinh phuc hdi duoc thiét ké tbi u’u,‘c()
thé khoi phuc hoan chinh mot website bao gom
cd co s¢ dir liéu va ma nguon trong thoi gian
dudi 10 phut, bao gom:

e Tu dong giai nén goi backup

 Khoi phuc database va cdp nhat quyén
truy cap

o Dong bd cau hinh SSL, DNS, FTP
tuong Ung

o Kiém tra log sau phuc hdi dam bao
khong c6 161 hé thong

Tinh nang nay dac bi€t quan trong trong
cac tinh huong gian doan dich vu hodc tan cong
mang, giip dam bao tinh lién tuc cho hoat dong
cua nha truong.

Co ché bio mat hé thong hosting tap
trung

Nhim dam béo an toan cho hé thong va dir
liéu ctia cac website, nhom nghién ctru da trién
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khai mot mo6 hinh bao mat da 16p, tap trung vao
ba tru c6t chinh:

Fail2Ban duoc cdu hinh dé giam sat cac tép
log cia hé théng (nhu SSH, CyberPanel,
OpenLiteSpeed) va tu dong chan cac dia chi IP
¢6 hanh vi dang ngd, ching han nhu dang nhap
sai nhiéu lan lién tuc. Viéc nay gitp ngin chin
hiéu qua cac cudc tan cong brute-force nham do
tim mat khau quan tri va cac hanh vi ra quét 15
héng tu dong.

Hé thdng sir dung tuong lira mg dung web
(WAF) dugc tich hop san trong OpenLiteSpeed
hoic trién khai thong qua ModSecurity voi bo
ludt Core Rule Set (CRS) cia OWASP. Tuong
Itra ndy dong vai tro nhu mot 10p bao vé ¢ ting
ing dyng, giup phat hién va ngan chan cac
cudc tin coéng phd bién nhu SQL Injection,
Cross-Site  Scripting  (XSS), Local File
Inclusion (LFI) va cac 16 hong bao mat khac
duoc liét ké trong danh sach OWASP Top 10.

Toan bd giao tiép giita nguodi dung va cac
website trén hé thong déu dugc ma hoa bang
giao thue SSL/TLS. H¢ thong tan dung tinh
nang tich hop san cua Let's Encrypt dé tu dong
cap phat va gia han ching chi SSL mién phi
cho tat ca cic tén mién va tén mién phu. Didu
nay khong chi dam bao tinh toan ven va bao
mat cta dit liéu trong qua trinh truyén tai ma
con nang cao uy tin cua cac website cua nha
truong.

3. Panh gia va két qua thue nghi¢m

Dé xac minh tinh hiéu qua va kha nang dap
g cua hé thong hosting tap trung trién khai tai

Khoa hoc Ky thuat — Cong nghé

Truong Pai hoc Cuu Long, nhom nghién curu
da thuc hién cac tht nghiém thuc té trong giai
doan van hanh 30 ngay. Cac két qua duogc ghi
nhan theo céac tiéu chi: hiéu suit truy cap, su
dung tai nguyén hé théng, tinh én dinh, kha
nang md rong va muc do hai long cua nguoi
dung.

Hiéu suit truy cip va thoi gian phan hoi

Hiéu suit truy cap duoc do bang thoi gian
tai trang (page load time) ciia ba website ticu
biéu, trudc va sau khi chuyén sang hé thong
CyberPanel. Dir li¢u dugc thu thap thong qua
cong cu Google PageSpeed Insights va
Lighthouse:

Tén mién Trwée trién | Sau trién
khai (gidy) | khai (giay)
mku.edu.vn 3.2 1.2
tuyensinh.mku.edu.vn 3.6 1.4
khoaduoc.mku.edu.vn 4.1 1.5

Két quéa cho thdy, thoi gian tai trang giam
trung binh tir 55% dén 70%, chu yéu nho vao
kha ning t6i uu hoa cua OpenLiteSpeed, két
hop bd nhé dém (LiteSpeed Cache) va céu hinh
HTTP/3 hién dai.

Thong ké hiéu ning hé thong

Dir liéu st dung tai nguyén may chu dugc
theo di trong subt 30 ngay bang cong cu giam
sat noi by va hé thong canh bao BetterUptime:

Bang 1. Thng ké hiéu nang va mic sir dung tai nguyén hé thong trong 30 ngay

Chi s6 Gia tri trung binh |  Gia tri t6i da/ Ghi chi Panh gia
CPU 42% < 60% trong gid cao diém Hoat dong 6n dinh, chua qua tai
RAM 43 GB /64 GB Con du nhiéu tai nguyén Sén sang md rong hé thong
Dung luong o Dia bao gom dir lidu va file | Sir dung hiéu qua, con nhiéu dung
35%
SSD sao luu luong
Ket e d ong ~370 connections Khong pha‘t s1n%1' 10i trong qua Kha ning chiu tai t6t
thoi trinh tai cao

Céc chi s6 nay chimg minh kha ning chiu
tai tot va hiéu qud phan bo tai nguyén cua h¢
thong.

Tinh 6n dinh va kha ning khdi phuc su

r
A

(V]
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Tinh 6n dinh cua hé thong dugc danh gia
thong qua thoi gian hoat dong lién tuc (uptime)
va khd nang phan g khi xdy ra su co:

e Uptime trung binh (30 ngay): 99.985%
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e Su cb downtime ghi nhén: 1 lan mat
dién vat ly ngoai du kién, kéo dai ~5 phut

e Thoi giar} khéi phuc dich vu: Duoi 2
ph}it, nho co ché ty khéi dong lai dich vy va
kiém tra trang thai

» Canh bao gui qua email: Trong vong 30
giay sau khi h¢ thong ngirng phan hoi

_ Hé thong da dugc kiém thu cé chu dich
bang cach tam fifmg dich vu web, két qua khoi
phuc dat yéu cau, nguoi dung khong ghi nhén
anh huong dang keé.

Kha ning mé rong va tiy bién

~ Kha nang m¢ rong 1a mot trong nhitng uu
diém ndi bat cua hé thong. Trong giai doan thur
nghiém, nhom trién khai da:

e Thém m6i 7 website khoa/phong ban,
khong anh hudng dén cac dich vu dang hoat
dong

o Trién khai song song nhiéu phién ban
PHP (7.4, 8.0, 8.2), phuc vu cac hé thong web
v6i yéu cau ky thudt khac nhau

o Tich hop quy trinh CI/CD vei GitHub,
giup dong bo ma ngudn tuf‘d(f)ng khi co cap nhat
mai tur repository, gop phan gidm thiéu sai sot
thu cong

Nhing thtr nghiém nay chung minh hé
thong hoan toan dap ung t6t yéu cau mo rong
quy md, cdp nhat va trién khai nhanh chong
trong moi truong gido duc.

Danh gia cia nguwoi sir dung

Sau mdt thang trién khai thuc té, nhom
nghién ctru tién hanh khao sat 25 can bo k¥
thudt va quan tri vién website cta cac don vi s
dung hé théng. Két qua thé hién mac d6 hai
long cao vai céc tiéu chi danh gia nhu sau:

Tiéu chi Mirc d§ hai long
Giao dién dé sir dung 96%
Téc d6 hé théng 92%
Tinh 6n dinh trong van hanh 95%
Kha nang sao luu va khoi phuc 88%
Hb tro ki thuat va tai liéu 90%

Két qua khao sat y kién nguoi dung sau
qua trinh trién khai cho thay hé thdng nhan
duoc nhiéu phan hdi tich cuc, phéan anh 4 tinh
hiéu qua va kha ning ung dung thuc tién trong

Khoa hoc Ky thuat — Cong nghé

moi truong gido duc dai hoc. Cu thé, nhiéu
ngudi dung danh gia cao viéc hé théng cho
phép quan 1y toan b tén mién va website thong
qua giao dién tryc quan cua CyberPanel ma
khong yéu ciu kién thirc chuyén sau vé dong
Iénh, qua d6 phu hop voi doi ngli van hanh
khong chuyén vé cong nghé thong tin. Bén
canh do, hi¢u nang hé théng duoc cai thién rd
rét, thé hién qua tbe do tai trang nhanh hon so
vé6i trudce khi trién khai, gop phan ning cao trai
nghiém nguoi dung. Ngoai ra, chiric nang sao
luu va khoi phuc dir liéu cling dugc ghi nhan la
mot trong nhitng diém manh ndi bat cua hé
théng, v6i kha nang phuc hdi nhanh chéng va
dang tin cdy trong cac tinh hudng su cd. Piéu
nay gitp tdng cuong sy an tdm cho cac don vi
st dung trong qua trinh van hanh website. Nhin
chung, nhitng phan hdi tich cuc tir nguoi ding
khong chi 1a minh chung cho hi€u qua ky thuat
clia giai phap ma con khang dinh tinh phu hop
cua mo hinh hosting tap trung khi dugc ap dung
trong bdi canh cac co so gido duc dai hoc dang
day manh chuyén doi sé.

RESOURCES

Surdung CPU
0%

Srdung Ram
by
5%

Strdung dia 1

90%

Hinh 3. Giao dién bang diéu khién (phan hiéu suit)
4. Két luin va huéng phat trién

Trong bdi canh chuyén dbi s6 dang dlen ra
manh mé trong giao duc dai hoc, nhu cau Ve
mot ha ting cong nghé thong tin hién dai, 6n
dinh va linh hoat 1a hét suc can thiét. Qua qua
trinh trién khai va danh gia thuc nghi¢m, hé
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thong hosting tap trung dua trén nén tang
CyberPanel da chirng minh dugc tinh hi¢u qua
vé nhiéu mat: tir kha ning van hanh 6n dinh,
hiéu suét cao, cho dén kha nang mo rong, bao
mat va tiét kiém chi phi van hanh. H¢ théng cho
phép quan tri tap trung hang loat website voi
giao dién than thién, dé str dung ngay ca voi doi
ngli khong chuyén sau ky thuat. Cac tinh nang
nhu cip phat SSL tu dong, giam sat thoi gian
thue, backup da ting va khoi phuc nhanh giup
dam bdo an toan dir li¢u va tinh lién tuc trong
hoat dong. Déng thoi, sy linh hoat trong viéc
cdu hinh riéng timg phién ban trién khai
website, hd trg nhiéu phién ban PHP va tich
hop quy trinh CI/CD ciing mé ra co hoi trién
khai cac ung dung web phtrc tap hon trong
tuong lai. Tong thé, hé théng khong chi dap
ung tdt nhu cau hién tai cua Truong Dai hoc
Ciru Long ma con dong vai trd nhu mot nén
tang bén vitng cho viéc m¢ rong, hién dai hoa
ha ting cong nghé thong tin phuc vu chuyén dbi
sd trong nha trudng.

bé tiép tuc nang cao hi€u qud van hanh va
tang cudng kha ning thich tmg véi cac yéu cau
ngay cang da dang cta ha tang cong nghé thong
tin, nhom nghién ctru dé xuit mot sd dinh
hudng phat trién cho hé thong trong giai doan
tlep theo. Trudc hét, viec nang cap tai nguyén
phan cimg 13 can thiét nham dap tng nhu cau
xu ly ngay cang gia tang, dac biét trong bbi
canh s6 lugng website va nguoi dung truy cap
dong thoi khong ngung tang. Cu thé, hé thong
can duge mo rong vé CPU, dung lugng bd nhd
RAM va luu trir SSD dé dam bao hi¢u ning on
dinh va kha ndng m¢ rong trong dai han. Bén
canh do, viéc ap dung cong nghé container hoa
thong qua Docker dugc xem la mot hudng di
tiém nang, cho phép co 1ap timg website thanh
cac mdi truong doc lap. Cach tiép can nay
khong chi gitp don gian hoéa qua trinh trién
khai va quan ly ma con néng cao kha nang phuc
h01 va giam thiéu rui ro lan truyen khi xay ra su
cd. Pong thoi, hé thong co thé tich hop cac k¥
thuat thudc linh vuc tri tué nhan tao nham phan
tich dir liéu van hanh, tr d6 du doan va canh
bdo som cac nguy co tiém an (predictive
maintenance), gop phan ning cao tinh chu dong
trong quan tri h¢ théng. Ngoai ra, viéc mé rong
mo hinh thanh mot nén tang cung cap dich vu
hosting ndi bd cho cac don vi truc thuoc nhu
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khoa, vién va phong ban cling 1a mdt hudng
phat trién phu hop. Giadi phap nay khong chi
gitip t6i uu hoa viée st dung tai nguyén ma con
tao ra mot ha tang sb lién thong, dong bd va dé
quan ly trong toan truong. Vi cac dinh hudng
cai tién néu trén, hé thong hosting tap trung
khong chi dap trng nhu cau van hanh ndi bd cia
Truong Pai hoc Ciru Long ma con co tiém
nang phat trién thinh mot mo hinh tham chiéu
c6 gia tri cho cac co s¢ giao duc dai hoc khac
trong khu vuc, gop phan thuc day qua trinh
chuyén d6i s6 mot cach hiéu qua va bén ving.

Trong giai doan tiép theo, nhom nghién
clru dé xuét tich hgp mé hinh hoc méy vao hé
thong giam sat log tap trung. Cu thé, h¢ thong
s& str dung cac thuat toan phan tich chudi thoi
gian (nhu LSTM) va hoc khong gidm sat (nhu
Isolation Forest) dé phan tich real-time céac dir
lidu log tor OpenLiteSpeed, tuong Iora va tai
nguyén may chu. Giai phép nay khong chi dirng
lai & viéc canh bao dua trén luat (rule-based)
hién tai ma hudng tdi viéc bao tri du doan
(predictive maintenance): du bdo sém xu hudng
qua tai tai nguyén dé tu dong co gidn (scale)
hodac phan phéi lai tai trong. Déng thoi, mo
hinh ML s& giup chu dong ngan chan cac cudc
tan cong DDoS hodc xam nhdp bat thuong
thong qua viéc nhan dién cidc mau (pattern)
hanh vi sai 1éch so voi dir liéu lich su, ngay ca
trude khi cac chir ky tAn cong (signatures) méi
dugc cap nhat. Didu nay s¢ nang cao dang ké
tinh ty dong hoa, d 6n dinh va nang luc bao
mat cho hé théng hosting tap trung ciia nha
truong.

Dic biét, nham giai quyét triét dé van dé co
1ap tai nguyén va ting cuong bao mat tuyét dbi
cho timg website khoa/phong, huéng phat trién
trong tAm trong twong lai 1a chuyén doi kién
trac hé thdng tir mo hinh chia sé tai nguyén
(shared hosting) sang kién trac Container dua
trén cong nghé Docker va diéu phdi bang
Kubernetes. Gidi phap nay sé dong goéi modi
website cung moi truong chay riéng biét vao
mot container doc 1ap. Viéc nay khong chi gitip
dam bao mot website bi tan cong khong lam
anh huong dén cac website khac trén cting méy
chu (tinh c6 18p cao) ma con cho phép quéan ly
tai nguyén (CPU, RAM) mét cach chinh xac va
t6i wu cho timg don vi, dit nén mong viing chic
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cho viéc mo rong h¢ thong mot cach linh hoat
va an toan.
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