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TOM TAT

Bai viét phan tich thiee trang gian ldn trong thwong mai dién tir va cdc yéu t6 anh hieéng dén
hiéu qua céng tac dau tranh phong, chéng gian Idn thwong mai dién tir trong boi canh kinh té sé
phat trién manh mé. Gian lgn thwong mai dién tir dién ra dwdi nhiéu hinh thirc nhie gian lgn tai
chinh true tuyén, vi pham ban quyén, rira tién qua giao dich dién tir va tan cong mang, gdy anh
hiromg tiéu cuwe dén an ninh mang, quyén loi ngudi tiéu dimg va trét tie thi truong. Két qua phén
tich cho thdy hiéu qua phong, chong gian lgn thiong mai dién tir con gdp nhiéu thdch thirc do
khé khan trong viéc truy vét déi twong dn danh, 16 hong phdp 1y, han ché trong hop tdc quic té va
sw phdt trién nhanh chéng ciia céng nghé. Trén co s¢ do, bai viét dé xudt mét sé giai phap nham
ndng cao hiéu qua dau tranh phong, chong gian lgn thiwong mai dién i, bao gom ting cwong
hop tdc quoc té, xdy dung hé thong canh bdo sém, hoan thién khung phdp 1y, ndng cao nhdn thirc
cong dong va dau tw vao cong nghé bao mdt. Cdc giai phdp nay ky vong sé gop phan ndng cao
ndng luc phdt hién, ngan chdn gian ldn va bao vé tai san cua nguoi dan trong moi truong thuong
mai dién tir.

Tir khod: Phong chong gian lgn, gian lgn thirong mai, thiwong mai dién tir, gian lgn thuong
mai dién tir

ABSTRACT

This paper analyzes the current situation of e-commerce fraud and the factors affecting the
effectiveness of combating and preventing such crimes in the context of rapid digital development.
E-commerce fraud includes various forms such as online financial fraud, copyright infringement,
money laundering through electronic transactions, and cyberattacks, posing threats to cybersecurity,
consumer rights, and market stability. The findings indicate that the effectiveness of e-commerce
fraud prevention is challenged by difficulties in tracking anonymous offenders, legal loopholes,
limited international cooperation, and the fast evolution of technology. Based on these findings,
the paper proposes several solutions to improve the effectiveness of combating e-commerce fraud,
including strengthening international cooperation, developing early warning systems, improving
legal frameworks, raising public awareness, and investing in security technologies. These measures
are expected to enhance fraud detection and prevention and protect individuals’ assets in the
e-commerce environment.

Keywords: Fraud prevention, commercial fraud, e-commerce, e-commerce fraud.
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1. it van dé

Trong bbi canh sy phét trién manh mé
cua thuong mai dién tir, cadc giao dich mua
bén truc tuyén ngdy cang tré nén phd bién
va déng vai trd quan trong trong nén kinh té
toan cau. Viéc gian lan trong linh vuc nay
ngay cang trd nén tinh vi va phuc tap. Céc
hanh vi gian 1an nhu gid mao thong tin, Itra
dao thanh toan, va 1am gia san pham da va
dang gy anh huong nghiém trong dén nguoi
tiéu dung, cac doanh nghi€p cling nhu moi
truong thuong mai dién tir n6i chung. Didu
nay khong chi lam giam niém tin ctia khach
hang, ma con gy thiét hai vé tai chinh va anh
hudng dén uy tin cta cic nén tang thuong
mai dién tu.

Trong boi canh do, cong tac phong chdng
gian 1an thuong mai dién tir trd nén cap thiét
hon bao gio hét. Nhimg van dé nay khong chi
anh huong dén loi ich ciia nguoi tiéu dung va
doanh nghiép ma con gy thiét hai 16n cho nén
kinh té va an ninh qudc gia. Chinh vi vy, viéc
nang cao hiéu qua cong tac ddu tranh phong
chéng gian 1an trong thuong mai dién tir 1a
mot nhiém vy quan trong va cdp bach can
dugc quan tim va giai quyét mot cach toan
dién, hi¢u qua. Do do, bai viét nghién cuu
va dé xudt cc giai phap nang cao hiéu qua
trong cong tac phong chng gian 1an thuong
mai dién tr s€ dong vai tro quan trong trong
viéc dam bao sy phat trién bén virng cua linh
vuc thuong mai dién tir tai Viét Nam.

2. Thye trang vé gian 1an thwong mai dién
tir tai Viét Nam

2.1.Tinh hinh gian lin thwong mai dién tir
tai Viét Nam

Thuong mai dién tir (TMDT) tai Viét
Nam di va dang phét trién manh mé&, nhung
cling kéo theo sy gia tang cua cac hanh vi
gian lan trong linh vuc nay. Céc hinh thuc
gian lan thuong mai dién tir khong chi gay
thiét hai cho nguoi tiéu dung ma con lam
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suy y€u niém tin vao moi trudng mua sam
truc tuyén, anh huong dén sy phat trién bén
viing cua TMDT.

Theo sb liéu tir Cuc Thuong mai dién
tir va Kinh té s6 (B Cong Thuong, 2025),
trong nhitng nam qua, TMDT tai Viét Nam
d3 khang dinh duoc vai trod tién phong trong
nén kinh té s§. TMDT tai Viét Nam van duy
tri tc do ting truong n twong, dao dong tir
18-25% mdi nam. Theo céac khao sét, trung
binh mdi ngudi tiéu dung Viét Nam mua sam
tryc tuyén khoang 4 1an mdi thang. Véi thi
truong gan 100 triéu dan, chiém 1,23% dan
sb toan cau va nim canh cac thi truong lon
nhu Trung Qudc, An Do, va cac qubc gia
trong khu vec ASEAN, tiém ning phat trién
cta TMPT & Viét Nam con rat 16m.

Theo do, voi su phat trién manh mé cta
TMDT, hoat dong kinh doanh trén san giao
dich truc tuyén ngay cang phuc tap hon.
Théng ké ctia Téng cuc QLTT cho thay, Trong
9 thang nam 2024 (tir 15/12/2023-14/9/2024),
luc luong QLTT ca nude da kiém tra 54.673
vu, phat hi¢n, xtr ly 38.107 vu vi pham. Trong
do, riéng linh vuc TMDT, lyc lugng QLTT
ca nudc da kiém tra 2.207 vu, phat hién, xtr
ly 2.014 vu vi pham, chuyén co quan diéu
tra 3 vu viéc c¢6 dau hiéu vi pham hinh suy; xur
phat vi pham hanh chinh gan 35,5 ty dong,
tri gia hang hoa vi pham trén 29,4 ty dong.
Ngoai ra, nhiéu nghién ctru chi ra raing TMDT
& Viét Nam dang phai dbi mit v6i cac nguy
co an ninh mang, dac biét 1a gian 1an xuyén
bién gidi, lra dao tai chinh va danh cap dir
liéu ca nhan.

Tinh hinh gian lan thuong mai tai Viét
Nam hién nay dang tr¢ thanh van dé ngay
cang nghiém trong, anh hudng khong chi
dén nguoi tidu dung ma con tac dong tiéu
cuc dén su phat trién bén vitng cua nén
kinh té. Cac hanh vi gian 1an nhu budn ban
hang gia, hang nhai, lra ddo qua cac giao
dich thuong mai dién tir, hay ltra ddi trong



Tap chi Khoa hoc Dai hoc Curu Long

quang cdo va mo ta san pham dang dién ra
phd bién trén nhiéu kénh thuong mai. Dicu
nay khong chi 1am giam niém tin ciia ngudi
tiéu dung ma con gy thiét hai lon cho céac
doanh nghiép chan chinh va 1am suy yéu
moi truong kinh doanh.

Mic du cac co quan chire nang va doanh
nghiép da c6 nhitng nd lyc trong viéc phong
ngua va xu ly gian 1an thuong mai, nhung
thuc té cho thdy cac hinh thirc gian 1an ngay
cang tinh vi va khé kiém soét. Vi vay, dé giai
quyét vin dé nay hiéu qua, can c6 su phéi hop
chat ché gitra cac co quan nha nudc, doanh
nghiép va nguoi tiéu dung, tir viéc nang cao
nhan thtre, ting cudng cong tac kiém tra, dén
viéc thuc thi cac bién phép phap ly manh
mé hon.

Pé dam bao mot thi truong thuong mai
minh bach va phat trién bén viing, cong tic
phong chdng gian 1an thuong mai tai Viét
Nam can tiép tuc duoc déy manh, cai tién
va hoan thién trong cong tac quan ly, bao vé
quyén loi ciia nguoi tiéu ding, va xdy dung
niém tin vao cac giao dich thuong mai.

2.2. Cac hinh thire gian 1an thwong mai
dién tir

Gian lan trong linh vuc thuong mai dién
tir biéu hién dudi nhiéu hinh thic khac nhau,
mdi hinh thire ¢6 ddc diém, phuong phap
va tac dong tiém tang riéng. Cac hanh vi vi
pham ngay cang tinh vi, khé luong ca vé
quy md 1an dia ban hoat dong, dién hinh céc
hinh thuc sau:

- Gian ldn trong thanh todn tric tuyén:
Str dung thé gia hodc cong thanh toan gia dé
thu thap thong tin tai khoan va chiém doat
tién ma khong giao hang.

- Lwra dao qua “Website gia mao”: Tao
website giéng cac trang TMDT ndi tiéng dé
chiém doat tién ma khong giao hang hoic
giao hang kém chat luong.

- Ban hang giam gid qua muc: Thoi
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phong gia san pham trudc khi giam gia, khién
nguoi tiéu dung tudng dang mua hang gid hoi.

- Ddnh gid va phan hoi gia: Tao tai khoan
ao dé dang danh gia gia nham nang cao uy
tin cho san pham.

- Chuwong trinh khuyén mdi gia: T6 chic
khuyén mai hdp din nhung khong giao san
pham hoic dung chiéu tro khac dé lira dao.

- Lwra dao qua mang xd hoi, livestream:
Str dung tai khoan gia trén mang xa hoi dé
quéang cdo san pham khong c6 that hodc kém
chit luong; T6 chirc ban hang qua livestream
véi gia ré, nhung khong giao hang hoac giao
hang kém chét luong

- Gian lgn vé théng tin khdach hang: Thu
thap thong tin ¢4 nhan va ban cho bén thir ba
hodc su dung cho muc dich XAu.

- Hack tai khoan va giao dich trdi phép:
Xam nhap tai khoan nguoi ding dé thuc hién
giao dich trai phép. Chiém quyén quan tri tai
khoan ban hang dé thay doi gia va thong tin
san pham

- Gian ldgn trong vdn chuyén hang héa:
Gid mao tinh trang giao hang hoac thong bao
that lac hang hoa ma khong c6 1y do rd rang.

- Hoan tién gia: Mao danh nhan vién
cham soc khach hang dé yéu cau thong tin
ngan hang nham chiém doat tai san.

- Tra g6p ao: Quang cdo tra gép hap dan
nhung thyc té khong giao hang hodc yéu cau
khoan phi 4n.

- Ma giam gia gia: Tao ma giam gia gia
mao, yéu cau khach hang thanh toan thém
cac khoan phi khong ro rang.

- Hang chinh hang gia: Quang cdo ban
san pham chinh hing nhung thuc té 1a hang
gia hodc nhai.

- Thu phi vdn chuyén gian lgn: Quang
c40 mién phi van chuyén nhung sau khi thanh
toan lai yéu cau phi cao bat thudng.
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- Loi dung nén tang chua kiém sodt. Dung
cac cho 4o hoac nén tang mdi, it ki€ém soat
de ban hang gia hodc kém chat lugng.

Nhan dién hoat dong gian ldn (lira
ddo) trén san thwong mai dién tir

Theo Cam nang nhan dién va phong
chéng lira dao tryc tuyén (Cuc An toan thong
tin, B6 Thong tin va Truyén thong), du hiéu
nhan biét cac hoat dong rao ban hang gia va
hang nhai trén mang xa hdi va cac san thuong
mai dién tr bao gdm:

- Gid qud ré: San pham duoc rao ban voi
gia cuc ky hp din, thuong ré hon rit nhidu
so v6i gid thi truong. Pay co thé 1a dau hiéu
cua hang gia, hang nhai hodc gian lan.

- Thiéu théng tin san pham: Ngudi ban
khong cung cp du thong tin chi tiét vé san
pham, nhu thong s6 k¥ thuét, ngudn gdc, chat
lwong, thong tin vé nha cung cap va bao hanh.

- 86 lwong giGi han va dp luc mua
hang: Ngudi ban ap dat ap luc mua hang
nhanh chéng bang cach khuyén khich mua
hang ngay lap tic voi ly do rang hang chi
6 sb luong gidi han hodc dang c6 nguy co
hét hang.

- Dadnh gia va nhan xét khong tu nhién:
San phém nhan dugc danh gid va nhan xét tich
cuc mot cach qua murc, khong tu nhién hodc
khong dang tin cay. Pay c6 thé 1a mot chiéu
trod dé tao long tin va thuyét phuc nguoi mua.

- Phuong thuc thanh todn khong an
toan: Ngudi ban yéu ciu thanh toan bang
cac phuong thirc khong an toan, ching han
nhu chuyén khoan truc tiép qua ngan hang,
thanh toan bang vi dién tir khong & ngudn
gbc, hodc yéu ciu cung cap thong tin thé tin
dung mot cach dang ngo.

- Tai khoan nguoi ban khong dang
tin: Kiém tra tai khoan ctia ngudi ban trén
mang xa hoi hoac san thuong mai dién tir.
Néu tai khoan khong dang tin, véi it hodc
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khong c6 thong tin ca nhan, hoat dong mdi
hodc khong c¢6 dénh gia, d6 c6 thé 1a mot dau
hi¢u cho thay nguoi ban khong dang tin cdy.

- Thiéu thong tin lién hé va dia chi: Nguoi
ban khong cung cp thong tin lién hé rd rang,
nhu dija chi, s dién thoai hodc email. Diéu
nay khién viéc theo dai va giai quyét cac van
dé lién quan trd nén khé khan.

- Thiéu uy tin va phan hoi tiéu cue: Nguoi
ban ¢6 lich sir phan hdi tiéu cyc, c¢6 nhidu
khiéu nai tir ngudi mua trude d6 hodc khong
¢ du danh gia va phan hoi tir khach hang.

Ngoai ra, nghién ctru cua Tilleke &
Gibbins (2024) cho thay Viét Nam nam
trong nhém qubc gia co ty 1é cao cac vu
gian 1an qua TMDT, tir gia mao thanh toan
cho dén chiém doat quyén quan trj tai khoan
ban hang.

Nhirng du hiéu nay s& giup ngudi mua
dé dang nhan dién dugc cac giao dich c6 nguy
co gian l4n, tir d6 bao vé quyén loi cia ban
than khi mua sim truc tuyén.

2.3. Nguyén nhian hinh thanh gian lan
thwong mai dién ti

Gian lan thuong mai dién tr xuét hién do
nhiéu yéu t6, bao gdm su phat trién nhanh
chong cua cong nghé, sy thiéu hut cac quy
dinh phap ly, va su khong minh bach trong
moi truong giao dich truc tuyén. Pai dién
“Ban Chi dao 389 qudc gia” ciing néu rd
mot s6 nguyén nhan chinh trong thuc trang
trén, do la:

Mot 14, Nhdn thirc han ché vé hang gia
va quyén s¢ hiku tri tué: Ngudi tiéu dung, ddc
biét 1a gidi tré, dé bi thu hiit boi hang gia nho
gi4 ré va mau mé bit mat, nhung thiéu nhan
thirc vé tac hai 1au dai, ca vé strc khoe va tai
chinh. Viéc sur dung hang gia cling lam thiét
hai nén kinh té.

Hai la, Thuong mai dién tir thiéu kiém
soat chat luong: Cac nén tang thuong mai
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dién tir phat trién nhanh nhung thiéu quy dinh
chat ch& dé kiém soat hang gia, khién nguoi
béan dé dang loi dung dé ban hang xAm pham
quyén so hiru trf tug.

Ba la, Xac thuc tai khoan mang xa hoi va
giao dich kho khan: Viéc mua ban tai khoan
mang xa hoi gia tang, [am kho khan cho viéc
kiém tra, truy vét va xir ly hanh vi vi pham.

Bén la, Thiéu kién thirc va ngai t6 cdo:
Nguoi tiéu dung thiéu kha ning phan biét
hang that va gia, va khong mudn té giac vi
lo ngai hodc khong thay loi ich. Mot s6 chi
quan tdm dén loi ich c4 nhan ma khong quan
tam dén tac dong x3 hoi.

Nam la, Doanh nghiép bao vé thuong
hiéu chwa di manh: Nhiéu doanh nghiép,
dic biét 1a trong nudc, thiéu quyét tim trong
viéc bao vé thuong hi¢u, e ngai viéc chéng
hang gia anh huong dén hinh anh san pham.

Sdu la, Co ché chinh sdch bat cdp: Céac
quy dinh phap 1y chéng hang gia con chong
chéo, thiéu dong bo va chua thich tng kip véi
su phat trién nhanh ctia cong nghé va thuong
mai dién tu. Thuc thi chinh sach cling thiéu
quyét liét va ngudn lyc.

Bén canh do, mot sb nghién ctru cho théy
viéc chong hang gia trén nén tang TMDT
con thiéu ddng b, can cé sy phdi hop chat
ché gitra doanh nghiép va co quan quan ly
(Kenfox, 2024). Thyc té cho thay, nhiéu
san TMDT hién méi chi dung & viéc go bo
san pham khi bi phat hién, nhung chua c6
co ché kiém soat chat ché tir ddu. Trong khi
dd, cac doanh nghié¢p con e ngai viéc cong
khai thong tin vi pham vi lo anh huéng dén
hinh anh thuwong hiéu. Do vay, cAn xdy dung
co ché chia s¢ dit liéu minh bach gifrta san
TMBT va luc lugng quan 1y thi trudng, dong
thot ap dung cong ngh¢ nhu tri tué¢ nhan tao
dé tu dong nhan dién hanh vi gian lan, giup
ngan chan tor som cac hoat dong budn ban
hang gia.
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3. Gidi phap nang cao hi¢u qua trong cong
tac ddu tranh phong chéng gian 1in thwong
mai dién tir

Mot la, Tang cwong cong tic quan ly
va gidm sdt trén cdc nén ting thwong mai
dién tir

Céac nén tang TMPT can c¢é quy dinh
nghiém ngit vé viéc dang ban san pham, yéu
cau ngudi ban cung cap thong tin xac thuc vé
ngudn gdc, xudt xtr va ching nhan quyén s
hiru tri tué d6i véi cac san pham co6 thuong
hi€u. Str dung cong nghé tri tué nhan tao (Al)
dé phat hién cac dAu hiéu gian 1an, nhu phan
tich hinh anh san pham va thong tin mé ta dé
phat hién hang gia, hang nhai. Cac hé thong
Al ¢6 thé tu dong kiém tra su trung lap hodc
céc san pham, tai khoan nguoi ban va céc
giao dich khong hop 1€.

Viéc kiém tra va giam sat nghiém ngat
s& gitp bao vé quyén loi nguoi tiéu dung
va ning cao uy tin ctia nén tang thuong mai
dién tir. Cong nghé giam sat tu dong giup
phat hién nhanh chong cac hanh vi gian lén,
tur do xu ly kip thoi.

Hai la, Nang cao nhdn thirc va gido duc
nguwoi tiéu diung

Céc co quan chirc ning va cic nén tang
TMDT can phdi hop 6 chirc cac chién dich
tuyén truyén dé nang cao nhan thirc cta ngudi
tiéu dung vé cac nguy co lién quan dén viéc
mua hang gia, hang nhai. Cung cap cho ngudi
tiéu dung nhitng kién thic co ban vé cach
nhéan dién hang gia, cac diu hiéu nhan biét
hang héa khong rd ngudn gbc, va cac thong
tin vé cac kénh ban hang chinh thuc.

Khi nguoi tiéu dung hiéu & hon vé cac
nguy co va hau qua cta vi¢c st dung hang
gia, ho sé trd nén cin trong hon khi lya chon
san pham va s& chu dong hon trong viéc bao
vé quyén loi ctia ban than, ngimg ung ho cac
hanh vi vi pham phép luét.
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Ba la, Ting cwong co ché kiém sodt tai
khodn va giao dich

Céc nén tang TMDT can yéu cau cic nha
ban hang cung cap day du thong tin xac thuc
dé bao dam tinh hop phép ctiia nguoi ban va
céc san pham ho cung cép. Can c6 co ché
gidm sat va phat hién cac giao dich dang ngo,
chang han nhu giao dich c6 gia tri bat thuong,
tai khoan ban hang mai 1ap nhung c6 lugng
ban 16n, hodc tai khoan cé du hiéu bi hack.

Xac thyce tai khoan s€ giup ngan ngura
viéc loi dung cac tai khoan do hodc khong
xac thuc dé ban hang gia. Viéc kiém tra va
giam sat cac giao dich s€ giup phat hién kip
thoi cac hanh vi gian 1an va dam bao su cong
bang trong cac giao dich trén nén tang TMPT.

Bén la, Cdi thién va hoan thi¢n hé thong
phap ly va chinh sdach

Céac co quan chtic nang can c¢6 nhiing
chinh sach va quy dinh phap ly rd rang va
chat ch& dé diéu chinh cac hanh vi gian lan
trong thwong mai dién tir. Diéu nay bao gom
viéc quy dinh trach nhiém cua cac san TMDT
trong viéc bao vé quyén loi ngudi tiéu ding
va xu ly cac hanh vi vi pham. Can c6 co ché
xtr ly nghiém minh va minh bach d6i véi cac
hanh vi gian 14n, dong thoi ap dung cac hinh
phat nang d6i v6i nhitng ngudi vi pham.

Céc quy dinh phap ly rd rang s€ giup bao
vé quyén loi cua nguoi tiéu dung va doanh
nghiép chan chinh, dong thoi giam thiéu su
gia tang cua hang gia va hanh vi gian lan.
Khi ¢6 mot hé théng phéap Iy manh mg, nguoi
tiéu dung va doanh nghiép s& c6 thém niém
tin dé tham gia vao thuong mai di¢n tir mat
cach an toan va bao vé quyén loi cia minh.

Nim la, Xdy dung cdc co ché phéi hop
gita cdc co quan chirc nang va doanh
nghiép

Céc co quan nha nude can hop tac chat
ch& véi cac nén tang TMDT dé giam sat,
kiém tra va xir 1y vi pham. Céc co quan chirc
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nang co thé dua ra cac quy dinh ro rang vé
trach nhiém cta cac san giao dich, yéu cau
cac nén tang phdi hop trong viéc phat hién
va ngimg ban hang gia, hang nhai. Cung cp
cic cong cu va huéng dan gitip doanh nghiép
nhéan dién, phong ngtra va xtr ly hang gia.
Diéu nay khong chi gitp doanh nghiép bao
v¢ thuong hiéu ma con giup tang cuong sy
hop tac trong viéc chdng gian lan.

Viéc phdi hop giita cac bén lién quan
s& giup giai quyét vin dé gian 1an mot cach
ddng bo va hiéu qua. Sy hop tic nay gitp
phat hién nhanh chong cac hanh vi gian léan,
tor d6 c6 nhiing bién phap xur ly kip thoi,
ngan chan sy lan rong cua gian 1an thuong
mai dién tir.

Ngoai nhitng giai phap da néu, thuc tién
tai Viét Nam ciing cho thay:

Tang cuong minh bach hang hoa trén san
TMPT: Can yéu cau cac doanh nghiép va ca
nhan kinh doanh truc tuyén cong khai thong
tin san pham, nguon gdc xudt xtr, chimg nhan
chat lwong va diéu kién bao hanh. Diéu nay
khong chi bdo v¢ nguoi tiéu dung ma con tao
ra mgt moi truong kinh doanh minh bach,
han ché gian 1an thuong mai.

Bdo vé quyén loi nguoi tiéu dimg truc
tuyén: Nha nude can hoan thién co ché tiép
nhan, xtr Iy khiéu nai va tranh chip phét sinh
tur giao dich TMDT, d@)ng thoi trién khai cac
kénh hd tro tryc tuyén dé nguoi dan dé dang
phan anh hanh vi gian lan.

Hé tro doanh nghiép phat triéen TMPT
an toan: Chinh phi va cac bd nganh can day
manh cac chuong trinh hd tro doanh nghiép
nho va vira (SMEs) ung dung cong nghé
quan 1y kho, hé théng thanh to4n an toan, va
dao tao nhan lyc vé TMBT. Day la bién phap
cin co dé nang cao niang luc canh tranh va
han ché tinh trang bi o1 dung vao cac hoat
dong gian lan.

Nhiing ndi dung nay cling da dugc céc
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nghién ctru trong nude dé cap, khing dinh
rang phat trién TMDT bén viing phai song
hanh véi vi¢c hoan thi¢n khung phap ly, nang
cao nhan thic cong déng va bao v¢ loi ich
chinh déng ctia ca doanh nghiép 1an ngudi
tiéu dung

Céng tdc dau tranh phong chong gian lgn
thuong mai dién tir khong chi la trach nhiém
cia cdc co quan chike ndng ma con can sw
tham gia chii dpng ciia cdc nén tang TMDT,
doanh nghiép va nguoi tiéu dung. Cdc gidai
phap trén khong chi giup ngan ngira hanh vi
gian Idn ma con xdy dung mot moi truong
TMBT minh bach, an toan va phat trién bén
vitng, tao niém tin cho nguoi tiéu diing trong
viéc giao dich truc tuyén.

4. Két luin

Pau tranh chong gian l4n thuong mai dién
tor 1a mot cong viéc kho khan va doi hoi sy
hop tac chit ché gifra cac co quan chirc nang,
nén tang TMPT, doanh nghiép va nguoi tiéu
dung. Céac giai phap nhu tang cudong quan
ly, gidm sat, nang cao nhén thirc nguoi tiéu
dung, cai thién co ché kiém soat tai khoan va
giao dich, hoan thién hé thong phap 1y, ciing
v6i viée xdy dung co ché phdi hop giita cac
bén lién quan déu rat quan trong trong viée
tao ra mdt moi truong giao dich minh bach
va an toan.

Tuy nhién, dé cac giai phap nay dat hiéu
qua, chung ta can phai linh hoat va diéu
chinh kip thoi dé theo kip su thay ddi nhanh
chdéng cua thi truong thuong mai dién tu.
Céc nén tang TMDT phai khong ngimg cai
tién cong nghé va hé théng giam sat, dong
thoi day manh cong tac gido duc va tuyén
truyén dé giup ngudi tidu ding bao vé quyén
loi ctia minh.

Bén canh d6, hé thong phép ly ciing can
duoc hoan thi¢n va cap nhat dé theo kip su
phat trién ctia cong nghé va hanh vi gian 14n
moi. Viée xir ly vi pham can phai rd rang,
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minh bach va nghiém ngét, nhung cling
phai tao diéu kién dé cac doanh nghiép hop
phap c6 thé phat trién. Chi khi cac bén lién
quan nhan thirc dugc trach nhiém cua minh
va hanh d6ng mot cach chii dong, phdi hop
hiéu qua, chiing ta méi c6 thé xay dung mot
mdi trudng TMDT phat trién bén viing, bao
vé quyén loi ngudi tiéu ding, va tir d6 ning
cao su tin cdy cua xa hdi ddi voi céac giao
dich tryc tuyén.

TAI LIEU THAM KHAO

Ban Chi dao quéc gia chéng buén 1au, gian 1an
thuong mai va hang gia (2014), “Quyét dinh
s6 389/0P-TTg vé viéc thanh ldp Ban chi
dao 389 quéc gia”, Chinh phu, Ha Noi.

Cuc Thuong mai dién tir va Kinh té s8, BO Cong
Thuong Viét Nam. (2025). “Thuwong mai
dién tw Viét Nam nam 2024: Nhiing budc
tién va thach thirc, B6 Cong Thuong”, truy
cap ngay 06/3/2025, https://moit.gov.vn/
khoa-hoc-va-cong-nghe/thuong-mai-dien-
tu-viet-nam-nam-2024-nhung-buoc-tien-va-
thach-thuc.html

Hong Ngoc. (2024).), “Loat chiéu tro lira déo
thwong mai dién twr tinh vi nhitng nguoi
thuong xuyén mua sim online can biét”, Bao
Lao dong Cong doan dién ti, truy cdp ngay
18/3/2025, https://nhipsongdoanhnghiep.
laodongcongdoan.vn/loat-chieu-tro-lua-
dao-thuong-mai-dien-tu-tinh-vi-nhung-
nguoi-thuong-xuyen-mua-sam-online-can-
biet-106105.html

Kenfox IP. (2024). “Coping with counterfeit
trading on Vietnamese e-commerce websites/
platforms, Kenfox Law”, truy cdp ngay
18/3/2025, https://kenfoxlaw.com/coping-
with-counterfeit-trading-on-vietnamese-e-
commerce-websites-platforms

Luong H.T. & Ngo H.M. (2024). “Understanding
the Nature of the Transnational Scam-
Related Fraud: Challenges and Solutions
from Vietnam s Perspective, Laws”, 13(6),
tr.70, MDPI, https://www.mdpi.com/2075-
471X/13/6/70

S6 40 nam 2025 | 67



Tap chi Khoa hoc Dai hoc Ciru Long Khoa hoc Kinh té — Ludt
Ngoc Quén. (2024). “Luc lwong Quan ly thi  Tilleke & Gibbins. (2024). Gian 1an mang tai Viét

trirong ca nude xie ly hon 38. 000 vu vi pham Nam: Phép luat va thuc tién, Lexology, truy
trong 9 thang nam 2024”, Cong thong tin cap ngay 18/3/2025, https://www.lexology.
Tong cuc QLTT, truy cap ngay 06/3/2025, : com/library/detail.aspx?g=1312d1e3-391a-
https://qltt.vn/luc-luong-quan-ly-thi-truong- 4220-b0f9-2fc632e378ba
ca-nuoc-xu-ly-hon-38000-vu-vi-pham-trong- ,
9-thang-nam-2024-102215.html Vi Khué. (2025). “Hop tac 3 bén chong hang

gia trén moi truong mang, Tap chi Kinh
té Viét Nam (VnEconomy)”, truy cip ngiy
18/3/2025, https://vneconomy.vn/hop-tac-3-
ben-chong-hang-gia-tren-moi-truong-mang.
html

Tap chi Cong Thuong. (2023). “Thuc trang va
gidi phdp phdt trién thwong mai dién tir &
Viét Nam”, truy cap ngay 18/3/2025, https://
tapchicongthuong.vn/thuc-trang-va-giai-
phap-phat-trien-thuong-mai-dien-tu-o-viet-
nam-109074.htm

08 | S6 40 nam 2025



