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TOM TAT

Trong béi canh cac moi de doa an ninh mang ngay cang gia tang vé sé lwong va mirc do tinh vi, viéc trién
khai cdc co ché gidm sdt chii ddng tré thanh yéu cau cap thiét doi véi cdc hé thong théng tin. Nghién ciru ndy tdp
trung thiét ké, trién khai va danh gia hé thong Honeypot tich hop T-Pot trén nén tang Linux, két hop véi Elastic
Stack va Kibana nham thu thip, phan tich va triee quan héa dit liéu tan cong mang trong méi treong thiee té.
Hé thong cho phép ghi nhdn va phan logi nhiéu hinh thirc tan cong pho bién nhw brute-force SSH/Telnet, khai
théc dich vu mang va do quét vmg dung Web; dong thoi xdc dinh dia chi IP nguén va phan tich hanh vi tiong
tac sau xam nhdp. Kién tric tich hop gitip chudn héa, lwu trik va triee quan héa log theo thoi gian thue, ho tro
phat hién bt thuong va kich hoat co ché canh bdo tiw ddng khi viegt nguwéng cau hinh. Két qua thiee nghiém
cho thdy T-Pot khéng chi déng vai tro la cong cu thu thdp dit liéu thu dong ma con ndng cao hiéu qud gidm
sdt an ninh théng qua kha ndng phan tich tdp trung, triec quan héa xu hwéng tan cong va hé tro phan ing kip
thoi. Mé hinh trién khai tiém cdn cac chirc nang co ban cua hé théng SIEM, chirng minh tinh kha thi va hiéu
qua cua giai phap trong nghién cuu, dao tao va thir nghiém an ninh mang.

Tir khéa: Honeypot, T-Pot, An ninh mang, Phdn tich tin céng, SIEM, Elastic Stack
ABSTRACT

In the context of increasingly sophisticated cyber threats, proactive monitoring mechanisms are essential
for protecting information systems. This study presents the design, deployment, and evaluation of an integrated
honeypot system based on T-Pot, deployed on a Linux platform and integrated with the Elastic Stack and Kibana
for centralized data collection, analysis, and visualization of network attack events. The system records and
categorizes common attack types, including SSH/Telnet brute-force attempts, network service exploitation,
and web-based reconnaissance activities. It also enables source IP identification and behavioral analysis of
attacker interactions within the simulated environment. The integrated architecture facilitates log normalization,
indexing, and real-time visualization, supporting anomaly detection and automated alert mechanisms based on
predefined thresholds. Experimental results indicate that T-Pot not only functions as a passive data collection
tool but also significantly enhances security monitoring capabilities through centralized analytics and trend
visualization. The proposed model approaches the core functionalities of a basic SIEM solution, demonstrating
its practicality and effectiveness for cybersecurity research, training, and experimental deployments.

Keywords: Honeypot, T-Pot, Cybersecurity, Attack Analysis, SIEM, Elastic Stack
GIOI THIEU force), viéc dam bao an ninh mang tré nén cip
Trong béi canh sé lugng va mitc d6 phitc tap  thiét hon bao gidr hét. Viée thu thap dit ligu tan
cia cac cude tAn cong mang ngay cang gia ting, cong thuc t& dong vai trd then chdt trong viéce cai
dic biét 1a cac cude tan cong ty dong nhu quét 16 thién cac co ché phong thi, gitip cac t6 chirc nhan
héng (scanning) hay tan cong do mat khau (brute-  dién kip thoi cac mdi de doa, du doan xu hudng
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tan cong va tang cuong kha ning phan ng trudc
céc su ¢b bao mat.

Honeypot 1a mdt cong cu phong thu chu dong,
duoc thiét ké dé gia lap cac h¢ théng hoac dich vu
d& bi tan cong nham thu thap thong tin vé hanh vi
ctia ké tan cong, thay vi chi phong thu thu dong.
Trong nghién ctru ndy, muc tiéu chinh 1a: (1) Thiét
1ap mot hé thong Honeypot tich hop T-Pot hoat
dong 6n dinh trén nén tang Linux; (2) Két hop hé
thong phan tich va tryc quan hoa dir liéu Elastic
Stack dé giam sat va danh gia cac cudc tin cong
mang; va (3) Panh gia hiéu qua cua hé thong trong
viéc md phong hanh vi hé théng that, phat hién tAn
cong va canh bao kip thoi cac mdi de doa.

Bai bao duoc trinh bay gdm céc phan sau: phan
Tong quan cung cap cac nghién cuu lién quan va
khung ly thuyét; phan Phuong phap mé ta chi tiét
cach trién khai hé thong T-Pot va tich hop Elastic
Stack; phan Két qua trinh bay dit liéu thu duoc tir
thuc nghiém va phan tich hi¢u qua h¢ théng; cudi
cung, phan Két luan tong hop két qua nghién ciru
va dé xuat hudng phat trién tuong lai.

1. Tong quan nghién ciru vé Honeypot va giam
sat tin cong mang

Honeypot 1a mgt hé théng bao mat dugc thiét
ké dé mo phong cac dich vu hodc hé thong that
nham thu hat va ghi nhan cac hanh vi tan cong
mang. Muc tiéu chinh cua Honeypot la thu thap
thong tin vé k¥ thuat, chién lugc va ngudn gbc
tan cong, hd trg nghién ctru va cai thién cac co
ché phong thi. Vé co ban, Honeypot duoc phan
thanh hai loai: Honeypot twong tac thip (Low-
interaction), mo phong céac dich vu co ban va han
ché rui ro v&i hé thdng that; va Honeypot tuong
tac cao (High-interaction), cung cap mdi trudong
gan gidng hé thdng that, cho phép quan sat toan
bd hanh vi cua ké tan cong nhung di kém nguy
co cao hon.

Trong nhitng ndm gan day, Honeypot d dugc
nghién ctru rong rai nhu mot phuong phap phong
thu chu dong, dong vai trd quan trong trong viéc
thu thap dit liéu tAn cong thyc té va hd trg xay dung
cac chién lugc an ninh mang hiéu qua. Khac véi
cac h¢ thong phong thu truyén théng nhu Firewall
hay IDS/IPS vé6n chi phan tmg véi luu lugng dang
ngd, Honeypot chu dong “thu hat” ké tan cong,
tir 46 ghi nhén chi tiét cac hanh vi xam nhap, k¥
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thuat khai thac va cong cu duogc str dung.

Nhiéu nghién ciru chi ra ring Honeypot dic
biét hi€u qua trong vi¢c phat hién cac cudc tAn cong
tu dong quy md 16n nhu scanning, brute-force va
malware propagation, von chiém ty 1é cao trong
lwu lwong tin coéng Internet hién nay (Kumar et
al., 2023; Fuzi et al., 2024). Ngoai ra, dir li¢u tur
Honeypot con duoc str dung dé xay dung tap dir
liéu hudn luyén cho cac hé théng phat hién xam
nhap dya trén hoc may, gbp phan nang cao kha
ning phat hién cac méi de doa chua timg biét
trudc (zero-day).

Xu hudng nghién ctiru gan day tip trung vao
viéc tich hop Honeypot véi cac nén tang phén tich
log va SIEM, nhdm ning cao kha ning giam sat
tap trung va phan tmg su ¢d. Cac md hinh nay cho
phép khong chi ghi nhéan dir li¢u thdé ma con phan
tich méi tuong quan gitra cac sy kién, xac dinh xu
hudng tan cong theo thoi gian va hd tro canh béao
sém. Tuy nhién, vi¢c trién khai SIEM thuong mai
thuong doi hoi chi phi cao va ha ting phic tap.

Trong bdi canh d6, T-Pot noi 1én nhu mot giai
phap ma ngudén ma tich hop Sg.l’l nhiéu Honeypot
va Elastic Stack, cho phep trién khai nhanh chong
mot hé thong glam sat tin cong tiém can SIEM
v6i chi phi thip. Mic du di c6 nhiéu nghién ctru
dé cap dén T-Pot, van con thiéu cac danh gia thuc
nghiém chi tiét trong moi trudng trién khai thuc
té, ddc biét 1a phan tich hiéu qua giam sat, kha
nang canh bdo va gia tri ng dung trong dao tao va
nghién ctru an ninh mang. Nghién ctru nay dugc
thyc hién nham b sung goc nhin d6 théng qua
trién khai va dénh gia truc tiép hé thong T-Pot tich
hop Elastic Stack.

T-Pot 1a mot giai phap Honeypot tich hop, két
hop nhiéu loai Honeypot nhu Cowrie, Dionaea,
ElasticPOT cung céc cong cu phan tich dir li¢u
va tryc quan hoa nhu Elastic Stack. So véi viée
trién khai tmg Honeypot riéng 1¢, T-Pot mang lai
nhiéu loi ich, bao gdm kha ning quan Iy tip trung,
t61 wu hoa thu thap dir liéu, dong thoi cung cap
moi truong da dang mo phong nhiéu loai dich vu
va giao thire, tir 46 nang cao chét lugng thong tin
thu thap duoc.

Elastic Stack bao gdm Elasticsearch, Logstash
va Kibana, duogc st dung dé xu 1y, luu trit va truc
quan hoa dir liéu log tir cac Honeypot. Hé thong
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nay cho phép téng hop luong 16n dir liéu tin cong,
phan loai cac sy kién, va cung cép cac biéu do,
dashboard truc quan, hd tro viéc giam sat lién tuc
va canh béo kip thoi. Khi duoc trién khai két hop
vo1 T-Pot, Elastic Stack tiém can m6 hinh SIEM
(Security Information and Event Management)
chuan, cung cip kha ning phat hién, phan tmg va
ghi nhan cac mbi de doa mot cach hiéu qua.

2. Phwong phap trién khai va nghién ctru

Thiét ké mo hinh hé théng

Hé thng nghién ctru dugc thiét ké theo kién
truc tich hop tap trung, trong dé T-Pot dong vai
tro nén tang 13i dé trién khai va quan 1y nhiéu
Honeypot thanh phan trong cling mot moi trudng
(Hinh 1). Kién tric nay cho phép xay dung mot
chu trinh khép kin tir thu thap dix liéu, xur ly, luu
trir dén tryc quan hoa va canh bao, dam bao kha
ning giam sat lién tuc trude cac mbi de doa trén
Internet. Cac Honeypot dugc van hanh dudi dang
container nham dam bao tinh c6 l4p, han ché rai ro
lan truyén néu xay ra khai thac thanh cong trong
moi truong gia 1ap.

O 16p thu thap dir li¢u, nhiéu Honeypot hoat
dong song song dé mo phong cac dich vu mang
phé bién. Cu thé, Cowrie gia l1ap dich vu SSH va
Telnet nham ghi nhan cac cudc tan cong brute-
force va tuong tac dong Iénh sau khi dang nhép
thanh cong; Dionaea tap trung thu thap céac khai
thac nham vao dich vu mang nhu SMB, FTP hoac
MSSQL; trong khi ElasticPOT mo phéng dich vu
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Elasticsearch dé phat hién cac truy van trai phép
va hanh vi do quét dit liéu. Cac Honeypot nay tiép
xuc tryc tiép véi Internet cong cong, qua do ghl
nhan luu luong tan cong thyc té tir nhiéu ngudn
khéc nhau.

Ludng dit liéu trong hé théng duoc thiét ké
theo trinh ty tw dong hoa. Khi mot sy kién tan cong
xay ra, Honeypot tuong u’ng sé ghl nhan thong tin
chi tiét nhu dia chi IP ngudn, cong truy cép, th(n
gian, chudi 1énh thuc thi hogic tep dugc tai xuong
Cac log nay sau d6 duoc chuyén dén Logstash dé
chuén héa, phén tich truong dir liéu va chuyén doi
sang dinh dang thong nhat. Dir liéu da xtr 1y tiép
tuc dugc luu trir va 1ap chi muc trong Elasticsearch,
cho phép tim kiém va truy van nhanh theo nhiéu
tiéu chi khac nhau. Trén co s¢ do, Kibana cung
cap cac dashboard tryc quan hién thi s6 luong
su kién, loai hinh tin c6ng, phan bé dia Iy va xu
hudng theo thoi gian thuc.

Bén canh chirc ning giam sat, hé thong con
duoc cAu hinh co ché canh bao tu dong. Khi phat
hién cac diéu kién vuot nguong, ch’fmg han sd
luong 16n dang nhap that bai trong thoi gian ngan
hoac luu luong truy céap tang dot bién, hé théng
s& kich hoat thong bao nham hd tro ngudi quan
tri phan tmg kip thoi. Nho thiét ké theo mo hinh
nhiéu 16p v6i kha niang mo rong linh hoat, kién
truc nay khong chi phuc vu muc ti€éu nghién ctru
va thye nghiém ma con c6 thé phat trién thanh mot
hé théng giam sat an ninh mang tiém cdn mo hinh
SIEM co ban trong méi truong thuc té.

Tan cong do mat khau

@ (Brute-force)
k

* | T-Pot Platform

Khai théc 16 héng
(Exploit)

(Ubuntu 24.04 LTS)
v
Do quét cong (Port Scan) =
Tai lén ma doc (Malware /?l
Upload) /¥4
Cac Honeypot khac Cac Honeypot khac

CYEIRESE

SSH/Telnet
Ghi nhén thong
tin dang nhap van trai phep

va cdc cdu lénh vio co s& dir
thye thi thip ma déc lidu

Hé théng didu
khién céng
nghiép (ICS)
va thiét bi
mang Cisco

Elasticsearch

Cic giao thike last
4é by cic truy

mang nhu:

Thu thap log thd,
chuan hoéa truong
dix liéu va phan tich

v

Luu trir dir lidu tap
trung, 1ap chi muc
dé truy van nhanh

J o

Van hanh thong qua
céc Docker Container

dé dam bao tinh c6 lap

®

Biéu db phan loai
20 R i
tan cong theo quoc

gia va loai dich vu

Xaéc dinh cac
Q ngudng canh bao
Xac dinh mre d6 uy

tin cua IP

Hinh 1. Kién triic hé thong T-Pot Tich hgp Elastic Stack
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CAu hinh va trién khai

Heé théng duoc trién khai trén nén tang Ubuntu
24.04 LTS nhim ddm bao tinh 6n dinh lau dai, kha
nang cap nhat bdo mat va mé rong linh hoat. Giai
phap Honeypot duge sir dung 1a T-Pot, mot nén
tang ma nguoén ma tich hop nhiéu loai Honeypot
va cong cu phan tich tap trung. Qua trinh trién khai
bao gdm viéc thiét 1ap moi trudng hé théng trén ha
tang 40 hoa (Cloud/VPS) dé may chu c6 thé tiép
xuc truc tiép vG1 moi truong Internet thuc té, sau
d6 tién hanh cai ddt va cau hinh T-Pot & ché d
Standard, cho phép kich hoat dong thoi hon 10 loai
Honeypot khac nhau. Cac thanh phan Honeypot
dugc van hanh dudi dang container nham dam
bao tinh ¢6 1ap va an toan hé thong. Pong thoi,
hé théng duoc tich hop voi Elastic Stack dé thu
thap, luu trir va truc quan hoa dir licu tAn cong
theo thoi gian thyec.

Trong s cac Honeypot duoc trién khai, Cowrie
dong vai tro quan trong khi gia 1ap céac dich vu
SSH va Telnet, cho phép ghi nhan cac cudc tan
cong brute-force, thu thap thong tin dang nhap
do ké tin cong su dung va luu lai toan by phién
tuong tac phuc vu phan tich hanh vi. Cac tham sb
cAu hinh cua hé théng duoc tinh chinh nhim can
bang giita kha nang ghi nhan dir liéu day du, hiéu
nang van hanh va dam bao an toan cho ha ting
that, tranh nguy co bi loi dung lam ban dap cho
cac hoat dong tan cong khac.

Pé dam bao tinh khach quan va kha ning
tai 1ap cua thuc nghi¢ém, moi trudong trién khai
duoc thiét 1ap véi cdu hinh phan cimg gdm CPU
4 nhan, RAM 8GB va 6 cting SSD 100GB, dap
g yéu cAu van hanh dong thoi nhiéu container
Honeypot va hé thong phan tich log. Dir liéu dugc
thu thép lién tuc trong vong 24 gio, tir 00:00 ngay
06/09/2025 dén 00:00 ngay 07/09/2025. Cach tiép
can nay gitp dam bao moi truong quan sat du thuc
té dé ghi nhan cac hanh vi tin cong phd bién trén
Internet, déng thoi duy tri duoc su kiém soat va
an toan cho hé thong nghién ctru.

Co ché thu thip va canh bso

Dir liéu tin cong tir cac Honeypot duoc thu
thap lién tuc va giri dén Elastic Stack théng qua
Logstash, noi dit li¢u dugc xtr ly, phan loai va luu
trit. Kibana cung cép truc quan hoa dang biéu do,
bang thdng ké va dashboard tong quan. Ngoai ra,
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co ché canh béo tu dong duoc trién khai bé‘mg cac
script tly chinh, két hop voi cong cu nhu msmtp,
dé gui thong bao khi phét hién cac hanh vi dang
ngd, dam bao ngudi quan tri c6 thé phan Gmg nhanh
chong trude cac sy ¢b bao mat.

3. Phan tich két qua nghién ciru

Trong qué trinh trién khai hé thong T-Pot, di
lidu vé cac cudc tn cong mang duoc thu thap lién
tuc trong mdt khoang thoi gian xac dinh. Théng
ké dinh luong cho thdy nhiéu loai tan cong pho
bién nhu SSH brute-force, Telnet, va cac yéu cau
Web (HTTP/HTTPS) da dugc ghi nhan. Phan
tich ngudn tan cong chi ra cac dia chi IP hang dau
cung voéi quoc gia xuat xir, gitip xac dinh cac mdi
de doa chu yéu. D li¢u nay duogc truc quan hoa
bang Kibana dué6i dang biéu d6 va bang théng ké,
cho phep dé dang quan sat s6 luong, loai hinh va
nguodn goc tan cong.

Phan tich dinh hrong cac cudc tin cong
ghi nhan

Dit liéu thdng ké cho thiy tong s su kién tdn
cong tap trung chu yéu vao cac Honeypot gia 1ap
dich vu truy cép tir xa (Hinh 2). Cu thé, Cowrie ghi
nhan hon 11.000 sy kién (chiém khoang 64,7%),
chu yéu 1a cac phién brute-force nhdm vao SSH va
Telnet. Piéu nay cho thiy cac chién dich do quét
tu dong str dung danh séach tai khoan va mat khau
phé bién van 1a phuong thirc tn cong cha dao.

Honeypot Dionaea ghi nhan khoang 5.000
su kién (29,4%), tap trung vao céac giao thirc nhu
SMB va MSSQL, phan anh xu hudng khai théac
16 hong dich vu mang. Trong khi d6, ConPot ghi
nhan 611 su kién (3,6%), cho théy cac hé théng
diéu khién cong nghiép (ICS) van 1a muc tiéu bi do
quét du voi tan suat thap hon. Cac Honeypot khéc
nhu ElasticPOT, ADB hodc Mail chiém khoang
2,3% téng s6 su kién.

Phan tich theo truc thoi gian cho thiy tan suét
tan cong dat dinh vao khoang 18:00, véi sy gia
tang dot bién cuia cac phién brute-force SSH. Hién
tugng nay c6 thé lién quan dén chu ky hoat dong
ctia botnet toan cau hodc thoi diém kich hoat chién
dich quét tu dong.

Phan tich dia chi IP ngu6n va dit liéu dia Iy
cho thay phan 16n cac cudc tin cong xudt phat tir
nhiéu khu vue khéc nhau, tap trung tai cac quéc
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gia c6 ha tang Internet phat trién & Bic My va
chau Au. Tuy nhién, can luu y ring dy thudng la
cac méay chu trung gian hodc thiét bi thudc botnet
phén tan, khong phan anh chinh xac vi tri thuc
ctia ké tn cong.

Dang chu ¥, khi ké tin cong dang nhap thanh

Attacks
& Unique Src IPs
Unique HASSHs.

Cowrie - Attacks by Destination Ports Histogram Incoming

Attacks by Destination Ports Histogram - Dynamic
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cong vao mdi truong gia 1ap ctia Cowrie, hé thong
ghi nhan nhiéu 1énh kiém tra thong tin hé thng, tai
xubng tép thuc thi, hoic cb gang thiét 1ap két ndi
diéu khién tir xa. Nhitng hanh vi ndy tuong tng voi
céc chién thuat va k¥ thuat pho bién trong chudi
xam nhap, cung cap dir liéu gia tri cho viéc phan
tich TTPs (Tactics, Techniques, and Procedures).

Last24hours (3 1m

200m: 11
[lastic Maps Service (4, OpenMaoTies [, OpenStreetiap contridutors (£

Attacks by Country Histogram - Dynamic

Hinh 2. Két qua ghi nhan cudc tan cong SSH/Telnet trén Cowrie Honeypot

Phin tich ngudn goc va hanh vi tin cong

Phan tich dia chi IP ngudn va thong tin dia 1y
cho thiy cac cudc tAn cong dén tir nhiéu quc gia
va khu vuc khac nhau, trong d6 tap trung chi yéu
tai cac khu vuc c6 ha téng Internet phat trién. Két
qua nay phu hop v6i xu huéng toan cau dugc ghi
nhan trong cic bo co an ninh mang, noi phan
16n cac cudc tin cong xuat phét tur cac mang trung
gian, may chu bi chlem quyeén hodc botnet phan
tan trén nhiéu quoc gia.

Mot diém dang cha ¥ 1 hé thong T-Pot cho
phép ghi nhan chi tiét cac hanh vi sau khi ké tan
cong dang nhap thanh cong vao Honeypot Cowrie.
Céc 1énh dugc thyc thi thuong nham kiém tra moi
trudong hé thong, tai ma doc, thiét 1ap backdoor
hodc mo rong quyén truy cap. Nhitng hanh vi
nay phan anh cac kich ban xdm nhép pho bién
trong thyc té va cung cap nguodn dir liéu cé gia
tri cao cho viéc phan tich chién thuat, ky thuat
va quy trinh tin cong (Tactics, Techniques, and
Procedures - TTPs).

Panh gia hiéu qua giam sat va canh bao

Viéc tich hgp T-Pot v6i Elastic Stack da nang
cao dang ké kha ning giam sat tap trung va phan
tich dir liéu tan céng Cac dashboard trén Kibana
cung cap cai nhin tong quan theo thot gian thuc
vé s6 luong, loai hinh va ngudn gdc cac cudce tan
cong, giup nguodi quan tri nhanh chong nhan dién
cac xu hudng bat thuong va danh gia muc do
nghiém trong cia tung sy kién (Hinh 3).

Co ché canh béo tu dong duoc trién khai hoat
dong on dinh va kip thoi, dac bi¢t hi¢u qua trong
viéc phat hién cac hanh vi ddng ngd nhu s6 luong
16n lan dang nhap that bai trong thoi gian ngan
hodc su gia tang dot bién cua luu luong tan cong.
Mic du hé théng chua tich hop co ché phan tng
tu dong & muc do cao nhu cac nén tang SOAR
thuong mai, két qua thuc nghiém cho thay T-Pot
két hop Elastic Stack da tiém c4n mo hinh SIEM
co ban, du kha ning dap Gng nhu cau gidm sat va
phan tich trong moi truong nghién ctru, dao tao
va trién khai thir nghiém.
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Attacks by Destination Port Histogram
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Hinh 3. Tong quan cic cudc tan cong ghi nhan boi Honeypot trén T-Pot

4. Panh gia két qua nghién ciru

Tir cac két qua thu duoc, c6 thé khang dinh
rang Honeypot T-Pot khong chi 1a cong cu thu thap
dir liéu tAn cong ma con 1a mot nén tang hiéu qua
cho viéc nghién ctru va nang cao nang luc phan
tich an ninh mang. So vdi cac co ché phong thu
truyén thong von chi phan tng vé6i luu luong dang
ngd, Honeypot cung cip goc nhin chu dong va chi
tiét hon vé hanh vi cta ké tn cong, dac bi¢t hiru
ich trong viéc nghién ctru cac mbi de doa méi va
xu hudng tin cong dang ndi 1én.

Két qua nghién ctru c6 su twong dong véi cac
cong trinh trude day khi khang dinh hiéu qua cua
T-Pot trong viéc phat hién va ghi nhan cac cudc tn
cong tu dong quy md 1on. So vdi nghién ctiru cua
Fuzi et al. (2024), cong trinh nay khong chi xac
nhan kha ning phat hién tin cong brute-force ma
con mo rong bang viéc cau hinh co ché canh bao
tu dong thong qua dich vy gtri email (MSMTP),
nang cao tinh kip thoi trong phan tng su kién. So
v6i nghién ctru cua Biswa et al. (2025), von tap
trung vao so sanh gitra Honeytrap va T-Pot, nghién
ctru nay di sau vao khéa nang tich hop T-Pot vdi
Elastic Stack nhdm tiém can mé hinh SIEM. Viéc
thu thap, phan tich va truc quan héa tap trung giap
hé théng khong chi dung lai & mirc ghi nhéan thy
dong ma con ho trg danh gia xu huéng, phat hién
bat thuong va xay dung quy trinh giam sat an ninh
c6 hé thong.

Tuy nhién, hé thong van ton tai mot s6 han
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ché. Phan 16n cac Honeypot trong T-Pot thudc loai
tuong tac thip dén trung binh, do d6 chua phan anh
day du hanh vi ctia hé thong thét trong céc kich
ban tin cong phuc tap. Ngoai ra, hé théng hién
moi dung lai & mue phat hién va canh béo, chua
tich hop cac co ché phan ung ty dong nham giam
thiéu hodc ngan chin tac dong cua tin cong trong
thoi gian thuc. Nhitng han ché nay mo ra tiém
ning phat trién trong tuong lai, ddc biét khi két
hop Honeypot véi cac k¥ thuat hoc may, phan tich
hanh vi nang cao va mé hinh phong thu chu dong.
KET LUAN VA HUONG PHAT TRIEN

Bai bao di trinh bay viéc thiét 1ap thanh cong
hé théng Honeypot tich hgp T-Pot trén nén tang
Linux, két hop véi Elastic Stack dé thu thap, phan
tich va tryc quan hoa céc dir lidu tan cong mang.
He¢ thong cho thay kha ning ghi nhén chi tiét cac
hanh vi xadm nhéap, phan loai cac loai tn cong va
cung cép canh bao kip thoi, tir d6 nang cao hiéu
qué giam sat va hd trg viéc quan 1y rai ro. Két qua
nghién ctru khang dinh ring Honeypot 1a mot cong
cu phong thu hiru hi¢u, dac biét khi dugc tich hgp
v6i cac cong cu phan tich dit liéu, gop phan nang
cao ning luc phat hién va phong ngira cac mdi de
doa mang.

Trén co so két qua hién tai, cac hudng nghién
ctru tiép theo c6 thé bao gém: (1) Nang cip hé
thong 1én cac Honeypot twong tic cao hon nham
mo phong hanh vi h¢ théng that mot cach toan dién
hon; (2) Tich hgp cac cong cu phan tich nang cao,
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nhu hoc may (machine learning), dé tu dong phan

loai va dy doan cac kiéu tAn cong moi; va (3) Xay

dung mo hinh phan tng tu dong (Active Defense)

két hop v6i Honeypot dé vira phat hién vira chu

dong ngan chan cac cudc tn cong, hudng téi mot

hé thong phong thi mang théng minh va tu dong.
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