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TOM TAT

Ta 4n cong Phishing ngdy cang tinh vi nho su hé tro ciia tri tué nhan tao, khai théac triét dé cdc 16 hong tir
Yéu té con nguoi va s chdam tré cua h¢ théng kj thudt. Bai bdo nay nghién citu va dé xudt M6 hinh phong thii
kép, mot hueomg tiép cdn tich hop diwa trén Iy thuyét phong thii da I6p, két hop giita viéc ndng cao ndang lic
nhan thirc con nguoi va hé théng phat hién tw dong hoa dyra trén hé sinh thai ma nguén mo. Nghién ciru sir
dung Gophish dé thuc hi¢n cac kich ban tan cong gia ldp Social Engineering, dong thoi xdy dung mét luong
cong viéc tir dong trén nén tang N8N tich hop cdac API tinh bdo méi de doa dé kiém chimg URL doc hai. Qua
thyc nghiém trén quy mé mo rong, két qua dinh liwong cho thay hé thong dat ty 1é phat hién chinh xac URL
doc hai cao, voi thoi gian phan hoi canh bdo trung binh dwdi 5 gidy, gitip giam thiéu ddang ké riii ro ngay cd
khi nguweoi diing mdc sai lam. Péng gép khoa hoc ciia nghién ciru nam o viéc 16i wu héa kha néng tiwong téc
gitta hai I6p phong thu vi chi phi vdn hanh thap, cung cap mot giai phdp bao mdt toan dién va kha thi cho
Cac 16 chitc, doanh nghiép vira va nhé trong boi canh nguon liwc CNTT con han ché.

Tir khoa: Phishing, Gophish, NSN, Phat hién URL doc hai, Tinh bdo moi de doa, An toan thong tin, Mo
hinh phong thu kép.

ABSTRACT

Phishing attacks have become increasingly sophisticated with the support of Artificial Intelligence,
exploiting human vulnerabilities and technical response latencies. This paper studies and proposes a Dual
Defense Model, an integrated approach based on the Defense in Depth theory, combining human cognitive
enhancement with an automated detection system built on an open-source ecosystem. The research utilizes
Gophish to execute simulated Social Engineering attack scenarios while developing an automated workflow
on the N8N platform, integrating threat intelligence APIs for malicious URL verification. Through expanded
experimental results, quantitative data demonstrates a high accuracy rate in malicious URL detection, with
an average alert response time of under 5 seconds, significantly mitigating risks even when human errors
occur. The scientific contribution of this study lies in optimizing the interaction between two defense layers
with low operational costs, providing a comprehensive and feasible security solution for small and medium-
sized enterprises facing limited IT resources.

Keywords: Phishing, Gophish, N8N, Malicious URL detection, Threat intelligence, information security,
Dual defense model

BOI CANH VA PAT VAN DPE NGHIEN CUU  hinh thirc lira ddo nhu Spear Phishing (tn cong
c6 muc ti€u), Quishing (Itra ddo qua ma QR) va
dac biét 1a vi¢c g dung Tri tu¢ nhan tao (Al)
dé tao ra cac ndi dung lira déo siéu ca nhan hoa
(hyper-personalized content) da khién cac bo loc
email truyén thong trd nén kém hiéu qua hon. Do
d6, bao vé mét to chirc khong thé chi dua vao
giai phap k¥ thuat; viéc trang bi kién thic va

Trong ky nguyén s héa, Phishing da vuot
qua cac hinh thirc tin cong duya trén 15 hong phan
mém dé tro thanh vecto tin cong chinh. Ban chét
cua Phishing 1a mét ky thuat xa hoi (Social
Engineering) tinh vi, nham tryc tiép vao tam Iy
va sy thiéu canh giac cua nguoi dung dé danh
cap thong tin nhay cam. Sy phat trién ciia cac
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cong cu ho trg nguoi dung tré nén t6i quan tron g,
nham bién ho tir mat xich yéu nhit thanh tuyén
phong thu dau tién.

Trong nhitng nim gan day, Phishing da tro
thanh mot trong nhimg mdi de doa an toan thong
tin pho bién va nguy hiém nhét, chiém ty 18 16n
trong cac su ¢d 10 i dit liéu va xam nhdp hé
théng. Nhiéu nghién ctru cho thdy, mic du cac
giai phap k¥ thuat nhu b loc email, hé thong
phat hién dya trén chir ky hodc hoc may ngay
cang phat trién, yéu td con nguoi van 1a diém yéu
cdt 18i bi khai thac nhidu nhét trong cac chién
dich tdn cong (Chiew et al., 2018; Wosah &
Win, 2021).

Céc cong trinh nghién clru hién c6 thuong
tap trung theo hai huéng chinh. Hudng thir nhat
la phat hién phishing tu dong, st dung cac
phuong phép hoc may, hoc sau hoac phan tich
URL dé phén loai email va lién két doc hai
(Sahoo et al., 2017; Halgas et al., 2019). Tuy
nhién, cac hé thdng nay thudng ddi mat véi
thach thirc vé dir liéu huan luyén, do tré phat hién
va kha nang thich tng trudc cac chién thuat
phishing méi, dac biét la cac cudc tn cong zero-
day.

Huong thir hai 1a néng cao nhén thirc nguoi
dung, théng qua dao tao ly thuyét hodc cac chién
dich m6 phong tan cong phishing. Nhiéu nghién
ctru chi ra rang hudn luyén dya trén mo phong
thuc t& gitip ngudi ding ghi nhé tot hon va cai
thién hanh vi an toan thong tin (Khonji & Iraqi,
2013). Tuy nhién, phuong phap nay phu thudc
manh vao muc do tham gia cua nguoi dung va
khong thé bao vé ho trude cac tinh hubng thiéu
canh giac hodc ap luc tam ly.

Khoang tréng nghién ctru hién nay nam &
viéc thiéu cac mo hinh tich hop hiéu qua giita
huén luyén nhan thirc va phong thi k§ thuat theo
thot gian thuc, dac biét 1a cdc mo hinh c6 kha
nang trién khai linh hoat, chi phi thip va dua trén
hé sinh thai ma ngudn mo. Do d6, nghién ciru
nay dé xuit Mo hinh Phong thii Kép, két hop
gitta mo phong tin coéng phishing dé nang cao
nhan thirc ngudi dung va hé thong phat hién
URL d6c hai tir dong nham cung cdp mot 16p bao
v¢ k¥ thuat chu dong. M6 hinh hudng dén viéc
giam th1eu rti ro téng thé, ngay ca khi mot trong
hai tuyén phong tha bi vugt qua.
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Mic du cac nghién ctru trude day da dé xudt
nhiéu k¥ thuat phat hién Phishing dya trén hoc
may hodc danh sach den (Blacklist), tuy nhién,
phan 16n cac giai phap nay thuong dugc trién
khai du6i dang cac san pham thuong mai c6 chi
phi ban quyén cao, vuot qua kha nang chi tra cia
cac doanh nghi¢p vira va nhé (SMEs). Bén canh
do6, cac nghién ctru hién tai thuong tach roi viée
huén luyén nhan thirc con nguoi va cac bién
phap k¥ thuat. Khoang tréng nghién ctru nim &
viéc thiéu mot mé hinh tich hop, c¢6 kha nang tu
dong hoa quy trinh phan @mg véi chi phi thap
thong qua viéc két hop cac API mi ngudn mo.
Bai bdo nay giai quyét bai toan xay dung hé
thdng phong thii chi phi bang 0 nhung van dam
béo tinh linh hoat va hiéu qua cho céc to chtic c6
nguén luc han ché.

Nghién ciru nay dét ra ba muc tiéu chinh:
Thir nhat, hé théng hoa cac ky thuat Phishing
moi va phan tich cac dAu hiéu tam 1y hoc ma ké
tan cong khai thac (khan cép, so hii, tham lam).
Thir hai, xdy dung mot quy trinh mé phong tin
cong Phishing ndi b bang cong cu mi ngudn
mé Gophish dé dinh lwong mirc d6 dé bi ton
thuong ctia ngudi dung. Thir ba, thiét ké va trién
khai mot giai phap cong nghé méi. Hé thong
Phét hién URL Ddc hai ty dong dua trén N8N va
cac dich vu tinh bdo mdi de doa nham cung cap
mot 16p bao vé k¥ thuat chu dong, doc 1ap voi
nhan thirc nguoi dung. Pham vi nghién ctlru tap
trung vao viéc mo phong va phat hién Phishing
qua kénh Email, sir dung cac cong cu ma ngudn
mo dé dam bao tinh kha thi va chi phi thap khi
ap dung vao mdi truong doanh nghip vira va
nho.

1. Tong quan ly thuyét va cong trinh lién quan
Phin loai va ciu triic tdn cong phishing

Phishing 1a mdt hanh vi mao danh
(impersonation) nhim muc dich lira dao. Ciu
trac dién hinh ciia mot cudc tin cong Phishing
bao gom: Giai doan 1 (Lén ké hoach va Thu
thap): Ké tn cong thu thap thong tin vé nan nhan
muc tiéu (Target Reconnaissance). Giai doan 2
(Thiét 1ap): Tao Email gia mao (Impersonation
Email) va Trang Pich Gia mao (Landing Page)
¢6 tinh thuyét phuc cao. Giai doan 3 (Thuc hién):
Gui email hang loat (Bulk) hodc c6 muc tiéu
(Spear Phishing). Giai doan 4 (Thu hoach): Thu
thap dir liéu dugc nan nhan nhép vao va su dung
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chung cho muc dich x4u. Céac hinh thirc Phishing
nbi bat hién nay con bao gdbm Clone Phishing
(sao chép email hop phap da gui trude do) va cac
bién thé qua tin nhin/dién  thoai
(Smishing/Vishing).

Cac m6 hinh phong tha phishing

Cac cong trinh nghién ctru trude day thuong
tap trung vao mot trong hai hudng chinh: Phong
thu K¥ thuat va Phong thu Nhan thtrc. Phong thu
K§ thuat bao gém viéc trién khai cac Bo loc
Email (Spam Filters), Cong Bao mat Email
(Secure Email Gateways) va cac giai phap su
dung Machine Learning dé phan tich tiéu dé, noi
dung va hanh vi URL trong email. Tuy nhién,
nhing hé thong nay thudng cé d6 tré hodc bi qua
mit boi cac k¥ thuat 4n danh va ma hoa moi.
Phong thu Nhan thure tap trung vao dao tao nguoi
dung thong qua cac khoa hoc va cac chién dich
mo phong tan cong. Mo hinh kép duge dé xuét
trong nghién ctru nay nham khic phuc nhuoc
diém cua viéc chi tap trung vao mot khia canh,
tao ra sy cong huong gitra kién thirc nguoi dung
va cong cu tu dong.

2. Phuong phap nghién ciu va thiét ké hé
thong

Mo hinh phong thi da l6p

Nghién ciru nay dugc xay dung dya trén
triét Iy Phong thu da 16p (Defense in Depth), mot
chién lugc bao mat toan dién nham bao vé tai san
thong tin cdt 16i 1a Dt liéu (Data) thong qua
nhiéu ting kiém soat chong chéo (Hinh 1). Thay
vi phu thudc vao mot co ché bao vé don 1¢, mo
hinh nay thiét ké mot hé théng phong thu theo
chiéu sau, trong d6 mdi 16p ddng vai tro nhu mot
hang rao doc lap nhung c6 kha ning hd trg 1an
nhau. Khi mét 16p bi vuot qua, cac 16p tiép theo
van tiép tuc duy tri kha nang bao vé, giam thiéu
rli ro va gi6i han pham vi anh huéng cia sy cd.

Vé cau tric, md hinh phong thu tiéu chuan
duoc t6 chic theo cac 19p tir ngoai vio trong.
Lép ngoai cung la Chinh sach va Nhan thirc
(Policies & Awareness), tap trung vao yéu t con
nguoi thong qua dao tao nhan thire an ninh mang
va thiét 1ap cac quy dinh sir dung hé thong. Pay
14 16p quan trong vi phan 16n céc cudc tin cong
hién dai, dac biét l1a phishing, khai thac vao tam
1y va hanh vi ngudi ding thay vi 16 hong k¥ thuat
thuan tay. Tiép theo 1a 16p Vat Iy (Physical),
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dam bao an toan cho ha tang nhu phong may
chu, thiét b luu trit va hé thong ngudn dién. Lop
Chu vi (Perimeter) sir dung cac cong nghé nhu
tuong lua (firewall), IDS/IPS dé kiém soat luu
lwong ra vao hé thdng. Sau d6 1a 16p Mang ludi
(Network), noi ap dung phan doan mang, kiém
soat truy cap va giam sat luu luong ndi bd nham
han ché sy 1ay lan ngang (lateral movement) ctia
ma doc. Lop May chu (Host) tap trung vao bao
mat h¢ dleu hanh, ban va, phan mém chong ma
ddc va céu hinh bao mat thiét bi dau cudi. Lop
Ung dung (Application) dim bao an toan cho
phan mém, mi ngudn va co ché xac thuc. Cudi
cung, 16p Dir liéu (Data) 1a 16i cua toan bo hé
thong, dugc bao v¢ thong qua ma hoa, phan
quyén truy cap va co ché sao luu dy phong.

Trong pham vi nghién ctru nay, ching toi
khong chi ap dung m6 hinh theo cach truyén
thong ma con t6i wu hoa sy phdi hop gitta 16p
con ngudi va 16p k¥ thuat dé tao ra co ché phan
tmg linh hoat (Agile). O 16p con nguoi
(Awareness), cong cu Gophish dugc sir dung dé
mo phong céc chién dich tin cong phishing cbd
kiém soat. Thong qua viéc gia 1ap cac tinh hudng
Itra dao thuc té, nguoi dung dugc huén luyén
nhan dién d4u hi¢u bat thuong nhu tén mién gia
mao, lién két dang ngd hodc yéu cau cung cip
thong tin nhay cam. Muc ti€u khong chi 1a nang
cao nhan thirc ma con chuyen ddi vai tro cua
ngudi dung tir mat xich yéu nhat thanh cam bién
con nguoi (human sensors), c6 kha nang phat
hién va bao cao mdi de doa ngay tai 16p phong
thu dau tién.

Song song voi do, 1op cong nghé dugc tbi
uu théng qua nén tang ty dong hoa N8N két hop
voi cac API Threat Intelligence. Khi nguoi dung
tuong tac voi mot lién két nghi van, hé théng c6
thé ty dong kich hoat quy trinh kiém tra URL,
phan tich ma doc hoac d6i chiéu véi co so dir
lidu mbi de doa toan cau. Lop nay dong vai tro
1a co ché chét chan k¥ thuat, giip bu dap nhiing
sai sot khong the tranh khoi tir yéu td con nguoi,
ddng thoi tang téc do phat hién va phan tng su
cd.

Su két hop giita hai 16p nay tao thanh mot
h¢ sinh thai phong thu chu dong va phéi hop chat
ch@. O giai doan tiép can, néu mot email lira dao
vuot qua 16p chu vi va xuit hién trong hop thu
nguoi dung, hé thong van con 16p nhan thirc dé
nhan dién. Néu trong giai doan tuong tac ngudi
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dung v6 tinh nhip vao lién két doc hai (tic 16p
Awareness that bai), co ché tu dong hoda s€ ngay
lap tac duogc kich hoat. Trong giai doan ngan
chin, hé théng phan tich va chan dung chudi tAn
cong (kill chain) trudc khi n6 kip xam nhép sau
vao 16p Host hodc tac dong truc tiép dén Data.
Nho d6, t6 chirc ¢6 thé phan tmg voi tc d6 gan
nhu thoi gian thuc, giam thiéu thiét hai va ning
cao nang luc phong thu tong thé.

Khoa hoc Ky thuat - Cong nghé

Mo hinh nghién ciru khong chi tuan theo
nguyén ly phong thu da 16p truyén thong ma con
nhin manh yéu t6 phdi hop giita con ngudi va
cong nghé. Chinh su tich hgp linh hoat nay tao
nén mot kién triic bao mat c6 kha ning thich tng
cao trudc cac mbi de doa ngdy cang tinh vi trong
moi trudng sb hién dai.

Chlnh sach Quy trinh

May chu/Thlet

Hinh 1. M6 hinh phong thu theo chiéu sau

Thiét ké hé thong

Thanh phan 1: Hé thong mé phong tan cong
(Gophish)

Chung t6i str dung Gophish, mét framework
ma ngudén mo pho bién, dé thyuc hién cac chién
dich mo phong tan cong trong méi truong kiém
soat. Quy trinh dugc thiét ké nhu sau: Budc 1
(Xay dung kich ban): Tao email gia mao cac
dich vu phé b1en (vi du: thong bao yéu cau dbi
mat khau khan cép tir Facebook hodc Google) va
trang dich (landing page) bat chuéc giao dién
dang nhap that. Budc 2 (Cau hinh): Tai 1én danh
sach nguoi dung muyc ti€u (trong moi trudng thi
nghiém) va c4u hinh may chu giri thu (Sending
Profile). Budc 3 (Thyc thi): Chay chién dich
(Campaign) va theo doi hanh vi cua ngudi dung
trén Dashboard ctua Gophish. Cac chi s6 quan
trong dugc thu thép bao g@)m: Email Sent (sé
email da guri), Email Opened (ty 1€ mo thu),
Clicked Link (ty 1€ click vao link doc hai), va
Submitted Data (ty 1€ nguoi dung nhap thong
tin). Dir lidu nay 13 cin ctr dinh lugng dé danh
gi4 hiéu qué nhén thirc hién tai.

Thanh phan 2: Hé thong phdat hién URL djc
hai tw dong (NSN & API tinh bao)
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Thanh phan k§y thuat duoc thiét ké dua trén
cong cu ty dong hoa N8N dé tao ra mot lu6ng
cong viéc (workflow) phat hién email doc hai
theo thoi gian thyec.

e Trigger va Trich xuat: Workflow duoc
kich hoat béi mdt Gmail Node khi email mai
dén. He théng st dung céc ham trich xuét chudi
(string manipulation) dé xac dinh va ¢ lap tat
ca cac URL trong ndi dung thu.

e Phan tich Méi de doa: Cac URL duoc guri
t6i hai dich vu tinh bao méi de doa hang dau:
VirusTotal (dé kiém tra két qua quét cua nhiéu
cong cu bao mat) va URLScan.io (dé phan tich
hanh vi cua website, chup anh man hinh va phat
hién d4u hiéu lira d4o). Viéc sir dung da ngudn
dir liéu giup tdng cudong do chinh xac va gidm
thiéu ty 16 duong tinh gia (False Positive).

e Canh bao Chii dong: Dua trén diém sd
rai ro (Risk Score) hoac Ty 1¢ Phat hién
(Detection Ratio) tir cac dich vu API, mot
Condition Node trong N8N s¢& xac dinh URL ¢6
doc hai hay khong. Néu phat hién rai ro, hé
thong s& tyr dong giri email canh bao ngay lap tirc
dén nguoi dung hodc doi ngii an ninh mang
thong qua SMTP Node, bao gdm thong tin chi
tiét vé URL bi chin va Iy do canh bao. M hinh
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nay giap bao vé€ nguoi dung trudce khi ho kip thoi
tuong tac voi lién két doc hai.
3. Két qua thwe nghiém va thao luin

Panh gia tir chién dich md phéng Gophish

Dé danh gia thuc nghiém mirc d nhan thirc
va hanh vi cua nguoi ding trude cac mdi de doa
lira ddo qua email, nghién ctru da trién khai mot
chién dich mo phong phishing st dung nén tang
Gophish. Myc tiéu cua thuc nghiém nham: (i) do
luong muc do dé bi ton thuong trudc cac kich
ban tan cong phd bién, (ii) thu thap dir liéu dinh
lugong phuc vu phan tich rui ro, va (iii) lam co s&
dé xuét diéu chinh chuong trinh dao tao nhan
thirc an toan thong tin.

Thiét ké va trién khai thir nghiém

Trong giai doan dau (pilot study), chién dich
dugce trién khai trén mot nhém nguoi dung thir
nghiém voéi quy mé nho nham kiém tra tinh kha
thi cia m6 hinh va quy trinh thu thap dir li¢u. Ba
email mé phong duoc gui di voi ndi dung dugce
thiét ké dua trén céc kich ban phé bién trong thyc
té, bao gdm: thong bao khan yéu cau xac minh
tai khoan va canh bao bao mat mang tinh de doa.
Cac email dugc x@y dung voi cau triic va hinh
thire tuong dbi gidng email ndi bo nham tai hién
diéu kién tan cong thuc té.

O

Recent Campaigns

uuuuu

Khoa hoc Ky thuat - Cong nghé

Hé théng tuy dong ghi nhan cac hanh vi
tuong tac cua nguoi dung, bao gém md email
(Email Opened), nhap vao lién ket (Clicked
Link) va nhép théng tin vao biéu mau gia lap
(Submitted Data). Dit liéu duoc luu trit va tong
hop thong qua dashboard quan tri cia Gophish,
dam bao tinh khach quan va kha ning truy vét.

Két qua dinh leong ban dau

Két qua tir pha thir nghiém ghi nhén: tong
cong 3 Email Sent, trong d6 c6 1 Email Opened,
1 Clicked Link va 1 Submitted Data. Nhu vay,
ty 1& nhap thong tin dat 33,3% trén tong s email
giri di. Mic du kich thudc mau con han ché va
chua du co so dé suy rong thong ké, ty 1¢ nay van
cho thay muc do rui ro dang ké trong méi truong
thr nghiém (Hinh 2).

bang chu y, hanh vi nhap thong tin xay ra
sau khi nguoi dung tuong tic véi email co tiéu
dé mang tinh khan cép. Diéu nay phu hop véi
cac nghién ciru trude day vé ky thuat thao ting
tam 1y trong social engineering, trong d6 yéu t6
“urgency” (tinh cip bach) thudng lam giam kha
ning danh gia rii ro cta ngudi nhan. Két qua
budc dau cho thiy, ngay ca khi da tham gia cac
khoa dio tao co ban, nguoi dung van c6 thé phan
ung theo cam tinh trudc cac thong di¢p dugc
thiét ké hop 1y vé mat ngir canh.

Statun

| S | M

Hinh 2. Giao dién Dashboard hién thi biéu d6 tong quan va két qua cac chién dich ctiia Gophish

Ham y va dinh hwong mo rong

Do gi6i han vé quy mo, két qua trén duoc
xem la dir liéu tham do (exploratory evidence).

Tuy nhién, n6 cung cap co sd thuc nghiém quan
trong dé mo rong nghién ciu theo hudng co
kiém soat va co gia tri thong ké cao hon. Cu thé,
cac nghién ciru tiép theo can: Ting s luong

S6 dién tir 01 nim 2026 | 43



Tap chi Khoa hoc Pai hoc Cuu Long

ngudi tham gia dé dam bao tinh dai dién; Mo
rong sé lwong va da dang hoa kich ban email (gia
mao thuong hiéu ndi bg, yéu cau thanh toan, cap
nhat chinh sach...); Thu thap thém céc chi sb
nhu ty 1€ bao cdo email nghi ngo (Reporting
Rate), thoi gian tir khi nhan email dén khi nhap
(Time-to-Click), va ty 1€ canh bao sai (False
Positive Rate); Thuc hién danh gia 1dp lai theo
chu ky trudc va sau cac chuong trinh dao tao dé
do luong muc dg cai thién.

Nhu véy, chién dich mo phong bang
Gophish khong chi dong vai tro 1a cong cu kiém
tra mirc do d& bi ton thuong, ma con 1a phuong
tién thu thap dir liéu dinh luong phuc vu céi tién
lién tyc chuong trinh huan luyén.

Hiéu qua ciia hé thong phat hién tw dong NSN

Bén canh viéc danh gia hanh vi nguoi dung,
nghién clru con trién khai mét co ché phat hién
URL doc hai ty dong dya trén nén tang tu dong
hoa N8N. Hé théng duoc cAu hinh dé tiép nhan
cac duong dan trich xuét tir email va ty dong guri
yéu cau phan tich dong thoi dén cac dich vy tinh
bao mdi de doa cong khai nhu VirusTotal va
URLScan.io. Quy trinh xir 1y duoc thiét ké theo
dang workflow khép kin: khi mét URL dugc ghi
nhan, h¢ thong s€ gui truy van API dén cac nén
tang phan tich, tong hop két qua phan hoi, dua
ra quyét dinh danh gia mirc do rui ro va cudi
cung kich hoat co ché canh bao néu phét hién
dau hiéu bét thudng.

Khoa hoc Ky thuat - Cong nghé

Pé kiém ching hiéu qua hoat dong, hé
thong duoc thir nghiém voi hai nhom dir lidu
riéng biét. Nhom thir nhat bao gdm cac URL hop
phap, dai dién cho nhitng website phd bién va an
toan, nham danh gia kha ning tranh canh bao
nham. Nhém thir hai gdm cac URL doc hai da
dugc xac nhan trudce do trong co so dir li€u cua
VirusTotal, ding dé kiém tra ning lyc phat hién
mbi de doa thuc té. Tt ca cac URL déu duoc xur
ly thong qua cung mdt quy trinh ty dong, bao
dam tinh nhat quan trong danh gia.

Két qua thuc nghiém cho thidy hé théng
khong phat sinh canh béo sai ddi voi cac URL
hop phép trong tap kiém thir, thé hién mirc d6 6n
dinh ban dau dang tin cay (Hinh 3). Dbi véi cac
URL ddc hai, hé théng phat hién va dua ra canh
bao chi trong vong vai gidy ké tir khi gui truy
van phén tich. Thong bao duoc chuyén dén
nguoi dung gan nhu theo thoi gian thuc, giup rat
ngan dang ke khoang thoi gian phan ung trudc
mbi de doa tiém an.

Hiéu qua nay dat duoc nhd co ché phén tich
da nguodn. VirusTotal cung cap thong tin dya trén
chir ky ma doc va hé théng danh gia danh tiéng,
trong khi URLScan.io b6 sung phan tich hanh vi
thuc té cua website khi duge truy cap. Viéc két
hop hai goc nhin 1a danh tiéng va hanh vi sé tao
ra co ché kiém chimg chéo, qua d6 nang cao do
tin cdy cua két qua so v&i viée phu thude vao mot
ngudn dit lidu duy nhét.
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Hinh 3. So d6 Hé thong phat hién URL doc hai qua Email khi khong phat hién URL doc hai

Panh gia mé hinh kép

Tong hop két qua cho thdy mé hinh dé xuat
gdm hai thanh phan b tro: (i) thanh phan huan
luyén va do luong hanh vi nguoi dung théng qua
Gophish va (ii) thanh phan phat hién k¥ thuat tu
dong dua trén N8N va cac API tinh bao mbi de
doa (Hinh 4).
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Hai thanh phan nay khéac biét vé ban chat
nhung c6 tinh cong huong 16 rét. Thanh phan thtr
nhét tap trung vao giam thiéu rui ro tir yéu t6 con
ngudi thong qua thay ddi hanh vi. Thanh phan
thir hai cung cap co ché kiém soat k¥ thuat nhim
giam thiéu hau qua néu hanh vi sai sot xdy ra.
Khi tich hop trong mot kién tric thong nhat, mo
hinh tao ra hai 16p kiém soat doc 1ap nhung phdi
hop, phu hop véi nguyén 1y phong thu da 16p.
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Hinh 4. Két qua kiém tra duong dan bang Urlscan.io

Phén tich tong hop két qua thue nghiém

Két qua thyc nghiém tir hai thanh phan cia
mo hinh cho thiy mét thuc té quan trong: khong
ton tai mot giai phap don 1é nao c6 thé chdng lai
phishing mot cich toan dién. Chién dich mo
phong Gophish chi ra rang ngay ca trong moi
truong thir nghiém quy mé nho, nguoi dung van
dé dang bi ltra va san sang cung cap thong tin
nhay cam khi d6i mat v6i cac thong diép mang
tinh khan cép hodc gia mao thuong hiéu quen
thuoc.

Trong khi d6, hé théng phat hién URL doc
hai dya trén N8N hoat dong hi¢u qua trong viéc
phat hién va canh bao som cac mdi de doa ky
thuat. Viéc tich hop déng thoi VirusTotal va
URLScan.io giup hé thong c6 goc nhin da chleu
tir chit ky md doc dén hanh vi thyc té cua
website, qua d6 nang cao d9 tin cay ciia két qua
phan tich.

Su khéc biét vé ban chét giita hai thanh phan
la mot bén tap trung vao hanh vi con nguodi, mot
bén tap trung vao phén tich ky thuat cho thiy
tiém nang cong ‘huong khi két hop chung trong
mot mo hinh théng nhat.

4. Panh gia vé hi¢u qua cia M6 hinh Phong
tha kép

Tir két qua nghién ciru, c6 thé nhan thdy Mo
hinh Phong thu Kép mang lai ba lgi ich chinh.
Thir nhat, md hinh gitup giam thiéu tac dong cta
sai sot con nguoi. Ngay ca khi ngudi dung thiéu

canh giac va co nguy co nhip vao lién két doc
hai, hé théng N8N van déng vai tro 13 tuyén
phong thu cubi cung, phat hién va canh bao kip
thoi trudce khi thi¢t hai xay ra. Thur hai, dir licu
thu thap duoc tir Gophish cung cép co s¢ dinh
luong quan trong dé diéu chinh ndi dung va tan
suat huin luyén nhén thtc. Thay vi dao tao
chung chung, t6 chirc c6 thé tap trung vao nhing
kich ban phishing ma ngudi dung dé mic 101
nhat. Thir ba, viéc sir dung cac cong cu ma ngudn
m¢& va API cong cong gitip mo hinh c6 chi phi
trién khai thip, d& tuy chinh va phu hop véi cac
t6 chirc vira va nho, nhém d6i tugng thuong
khong da ngudn lyc dé dau tu vao cac nén tang
bdo mat thuong mai phuc tap (Bang 1).

Khac véi cac cong trinh nghién ciru thién vé
1y thuyét mo ta cong cu , két qua cia ching t6i
minh chimg rang viéc tich hgp cac API nhu
VirusTotal va URLScan.io vao workflow cua
N8N khong chi gitp tu dong hda quy trinh phan
tich ma con t6i wu hoa chi phi van hanh. So véi
céc giai phap phong chdng Phishing thwong mai,
mo hinh nay tan dung t6i da hé sinh thai ma
ngudn ma, cho phép cac td chirc tuy chinh linh
hoat cac kich ban phan g ma khong phu thudce
vao nha cung cap. Diéu nay lam r6 dong gop cua
bai bao trong viéc cung cap mot 16 trinh trién
khai bao mat thuc tién va co gia tri khai quéat cao
cho cong déng.

Mic du dat duge cac két qua tich cuc,
nghién ctru van ton tai mot sb han ché. Quy md
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thir nghiém con nho, chua phan anh day du hanh
vi nguoi dung trong mdi truong doanh nghiép
16n. Ngoai ra, hé théng phat hién hién tai chu yéu
dua trén phan tich URL, chua xtr Iy sdu ngi dung
email hodc cac ky thuat phishing khong st dung
lién két truc tiép (vi du: tép dinh kém doc hai
hozc lira d4o qua hoi thoai). Nhimg han ché nay
cho thdy can c6 cac nghién ctu tiép theo nhim
mo rong quy mo thtr nghi€ém va nang cao kha
nang phan tich nglr nghia cling nhu hanh vi cta
hé thong.

5. Két luan va hwéng phat trién nghién ciru

Khoa hoc Ky thuat - Cong nghé

Nghién curu da thanh cong trong vi¢c xay
dung va chiing minh tinh hi¢u qua ciia M6 hinh
Phong thu Phishing Kép. Thong qua Gophish,
chung ta da dinh lugng dugc rui ro nhan thirc cia
ngudi dung va nhdn manh tdm quan trong cua
viéc huin luyén lién tyc. Béng thoi, HE théng
Phéat hién URL Ddc hai ty dong dua trén N8N da
tao ra mot cong cu phong thu k¥ thuat chu dong,
c6 kha nang phat hién va canh bao mbi de doa
nhanh chong, doc 1ap véi su canh giac cua nguoi
ding. Su két hop ndy mang lai mot giai phap
toan dién dé chéng lai cac chién dich Phishing
ngay cang tinh vi.

Bang 1. Bang so sanh mo hinh phong thu kép vai gidi phap thuong mai

Tiéu chi so sanh Proofpoint)

Giai phap thwong mai (KnowBe4,

M6 hinh d@ xuit trong bai bao

Chi phi ban quyén nguoi dung/nam).

Rét cao (thuong tinh theo sé lugng

Bang 0 (Str dung hé sinh thai ma nguén mé
Gophish, N8N).

Chi phi van hanh

Ihép (do nha cung cip quan 1y ha

Thap (Tan dung API cong cong va ty dong

sach bao mat doi dao.

tang). hoa quy trinh)
s ey , Han ché theo cac goi tinh ning c6 sdn | Rat cao, cho phép tu thiét ké workflow va
Khd ning tily chinh clia nha cung cap. kich ban riéng.
Tinh tich ho Phy thudc vao h¢ sinh thai cta nha | Linh hoat két hop nhiéu ngudn Tinh bdo méi
oP cung cap. de doa khac nhau (VirusTotal, URLScan.io)
Lén phone thil Thuodng tap trung manh vao k¥ thuat | Tich hop kép: Két hop chit ché giita nhan
Op phong hodc dao tao riéng Ié. thirc con ngudi va phan tng tu dong.
Péi tuong phit hop Céc tap doan 16n, ngan hang c6 ngan | Doanh nghi¢p vira va nhd c6 ngudn luc

CNTT han ché.

Dé nang cao hon nita tinh hiéu qua cia mo
hinh, cdc hudng nghién clru trong tuong lai s€
tap trung vao vi¢c: (1) Tich hgp cac thuat toan
hoc may (Machine Learning) va Xt 1y ngdn ngi
tu nhién (NLP) dé phan tich ngir nghia va cu
tric cau trong email, nham phat hién cac chién
thudt Social Engineering khong chi dua vao
URL. (2) M6 rong pham vi tu dong hoa cua N8N
dé xir 1y va phan tich cac dang tan cong khac nhu
Smishing (tin nhan) va Phishing qua nén tang
cong tac (Slack, Teams). (3) Phat trién mot giao
dién ngudi dung (Dashboard) truc quan dé hién
thi dir liéu tr Gophish va N8N mdt cach tap
trung, giip quan tri vién dé dang theo doi va dua
ra quyét dinh an ninh mang chién lugc hon.
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